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Abstract 

In this fast-growing world, there is nothing without technology, it has evolved our working in 

many ways. We are just a click away from all the information and entertainment, from various services 

and applications. As the use of technology has increased tremendously, the security of the user data is 

at a high risk. Fraudsters are finding new ways to breach the security and steal important 

information’s. So many measures have been taken till now to stop their activity, but now extra focus is 

required by IT owner because maintaining the authenticity of user data is crucial. In order to assure 

deliberate improvement instantaneous actions are required. We have seen a high rise in fraudulent 

activities during this COVID-19 pandemic. This paper mainly focuses on the readers whose life 

revolves around technology to observe the threats over Internet Security and inspect the aftereffects of 

numerous possible cyber intrusions. 
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I. INTRODUCTION 

 

We all are dependent on technology; it has become a vital part of our day to day life. 

Every business activity is being performed over network, for them their business and 

customer data is crucial. Most of the people are doing online transaction. Network has become 

a hub for sharing information, almost whole world is connected to a social networking site 

and sharing their life. Hackers are stealing all these data and sell them in order to make money, 

they are transferring money from user account, terrorists are stealing high authority data and 

much more is happening in cyber world. Whenever we talk about internet security we also 

talk about cyber-crimes because both the concept goes hand in hand. 

In today’s technical environment, latest technologies are changing. But because of these 

emerging technologies we are not able to safeguard our personal information in very effective 

way and hence the graph of cyber-crimes is going higher. Near about 70 % of the total 

business transactions are done through internet, so for transparent and best transactions this 

field needs high quality security. So, today’s latest issue is cyber security. The outlook of 

cyber security is not just limited to securing the information in IT industry but also, to various 

other fields like cyber space, cloud computing, mobile computing, E-commerce, net banking, 
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e-mail services, etc., latest technology also needs high level of security, because these 

technologies have very confidential data so its security has become very important thing. 

Making the Internet safer has become integral part for the development of new policy as well 

as government services. 

The fight against cyber-crime based on a global and a safer approach. Only technical 

measures are not able to prevent any crime, it is critical that law enforcement agencies are 

allowed to investigate and prosecute cyber-crime effectively. To prevent the loss of some 

important information many nations and their government are imposing strict laws. To save our 

information from these increasing cyber- crimes, every user must be trained on the cyber 

security measures. Protecting critical information and boosting cyber security is essential for 

the  nation and for its economic growth 

II. CYBER CRIMES 

Whenever we are talking about Cyber Security, we need to know what cyber-crimes are. 

Cyber-crimes are also known as computer- oriented crimes because it involves computer and 

a network. It is an illegal activity in which criminal minded people accomplish information 

related to user’s personal or business. Commonly used Cyber Crime Techniques are: 

 

Trojan: The aim of this malware is to make the device of the user available to cyber criminals. 

Once it is accessible, the devices are then used to conduct fraudulent transactions with an 

innocent IP address or build the botnets previously described, among other activities, they 

change/disrupt the information. 

Spyware: The primary goal of this malware is to obtain user data that can later be used or 

sold, generally information of a medical or financial nature. 

Ransomware: It is also a malware which encrypts the system of the victim with an unknown 

code and then attackers will display the message demanding a ransom in exchange for the 

code that victim will use to recover his or her device and data. 

Social Engineering: This is a ploy used by cyber criminals to hook their victims. It consists 

of sending messages, e-mails, or creating viral chains on social media platforms with some 

malicious links to files that are downloaded or forms that will reveal sensitive user 

information and/or credentials if they are filled out. 

 

III. RISE IN CYBER CRIMES DURING COVID-19 

World is facing huge COVID -19 pandemic, for everyone it is terrible moment. It has already 

taken so many lives and still we don’t know when it’s going to end. The speed at which the 

virus is spreading around the world, cyber-crimes is also growing with the same speed. Since 

the beginning of this pandemic, we have seen a surge in cybercrime activities. Even WHO 

(World Health Organization) has seen number of cyber-attacks on its staff and fake mails are 

being sent to the public. 

Number of mail ids are currently using the name of WHO and sending fake data to public in 

order to spread rumors and to steal their information. Around 400-500 working email address 

and password of WHO staff were leaked, although the data was old so it didn’t put the system 

on risk, but it did affect the older system. 
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Figure 1- rise of cyber-crime during COVID-19 

 

The new normal concept of work from home, online classes, online meetings etc. gave 

fraudsters new chances to expand unauthorized access to user data and they are fully utilizing 

this advantage in every possible way. All of these require video conferencing and for that so 

many new applications came to market, but most of them does not provide enough security. 

Many people received fake e-mails by using the name of official websites and their data got 

stolen. 

 

 
Figure 2 Implementation of security 

 

Following is the table that displays the most successful cyber-attacks that have been occurred 

around the world since the World Health Organization’s Emergency Committee met on 

January 22, 2020. 
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Figure 3- Successful Cyber Attacks during COVID-19 

 

 

IV. MEASURES TO PREVENT CYBER CRIMES 

Hackers itself are using high level technology in order to perform these crimes. Although 

user cannot do much but always try to keep few things in mind while using internet. 

• We need to be extra cautious while opening any link, if it seems to be suspicious don’t 
open it. 

• Always try to confirm the origin of any communication like from where it is started? why 
it is started? 

• Don’t share anything you receive. 

• Always seek the information from official and trusted websites. 

• Do not share your financial information like OTP, ATM pin etc. with anyone. 

• Don’t download applications from unofficial websites; they might be spreading fake 
news or fake links. 

 

V. CONCLUSION 

Cyber Security is and always will be the major concern. Majority of the hackers itself are IT 

Professional and dealing with them is a challenge. These crimes can never be fully stopped but 

still we need to minimize them. During this pandemic, we should only try to gather news from 

trusted source only. More secure steps need to be taken in order to prevent the future of technology 

from these crimes. 
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