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Abstract - The widespread usage of smart terminals such as
smartphones, which provide significant convenience in our
daily lives, has resulted in an increase in information
security issues. Researchers are increasingly concerned about
network security and calculations. As more devices join a wireless
network, important and sensitive data is transferred over the air
between users, making data packets easy to sniff and grab. The
purpose of this project is to perform penetration testing to find
flaws in the WEP, WPA, and 802.11i WPA2, WPA3 security
protocols, as well as to conduct anonymous attacks against them
using the macchanger script. Penetration testing in WEP was
carried out using Kali Linux and its Aircrack-ng tools, which
exploited a 4-way handshake for WPA/WPA2.

Index Terms— Encryption, Protocols, WPA, WPA2, four-
way handshake, KRACK, WPA3.

I. INTRODUCTION

Wireless networks are one of the more recent innovations that
the internet has brought into our lives. Wireless technology is
the mechanism of sharing information using invisible waves in
the air using electromagnetic or acoustic waves. The challenge
of information security is becoming increasingly critical as
wireless network technology develops and gets more widely
used.

Wireless Fidelity (WiFi) is a modern wireless network model
defined by the IEEE 802.11 standard. A hostile activity
intended targeting wireless system information or wireless
networks is known as a wireless attack. The wireless network
has several faults of its own. It uses radio waves to send signals
and must first establish a connection before being used. A
penetration test is a malicious attack on a target system that
achieves access control by emulating an attacker's techniques
and methods with the client's legal authorization; it is a test
method for evaluating information system security control
measures. This paper provides a WiFi penetration test method
based on Kali Linux that uses methods such as monitoring,
sniffing, capturing, data analysis, WiFi password cracking,
pseudo-wireless access point spoofing, and other techniques to
improve the security of WiFi networks.
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Il. LITERATURE REVIEW

In most residential and business networks, the IEEE 802.11
standard defines WLAN characteristics; 802 deals with LAN
and MAN, while.11 deals with WLAN. The available radio
frequency spectrum varies significantly depending on the
regulatory domain. Collision-avoidance carrier-sense multiple
access and medium access control are used in the 802.11
protocol family, which means that equipment listens for other
users on a channel before transmitting each frame. The first
edition of the standard was released in 1997. The protocols are
typically used in conjunction with IEEE 802.2 to carry Internet
Protocol traffic. 802.11a, 802.11b, and 802.11g are the most
extensively used and supported standards.

I11. TOOLS AND TECHNOLOGIES USED
Tools and Technologies used to implement and perform
working model to wifi encryption were:
Wifi Adapter
Raspberry pi kit
Wifi Router
Raspberry Pi (Power Adapter)
Bluetooth Adapter
Kali Linux
Aircrack-ng, Airodump-ng, Airplay-ng

IV.WLAN PROTOCOLS
A.  Working on WLAN Protocols

1. Wired Equivalent Privacy (WEP)

Wired Equivalent Privacy(WEP) is a security protocol which
was introduced as part of IEEE 802.11 standard in 1997. It uses
an RC4 encryption algorithm to encrypt the plain text and
unencrypted integrity check value to ensure the integrity of the
plain text when it is transmitted from one end to the other. It
operates at the data link layer and the physical layer. In 2001
major flaws such as short IV size, keystream reuse which
proved that data transmitted can be easily captured and
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tampered. With these flaws WPA was introduced to remove the
vulnerability of weak encryption techniques.

2. Wireless Protected Access(WPA)

WPA was created as a WiFi security protocol. It's similar to
WEP, but it encrypts data using a temporal key integrity
technique (TKIP). To avoid the attacks that WEP allows, TKIP
provides a new 128-hit key for each packet. Users can upgrade
to TKIP from earlier WLAN equipment without changing
hardware because TKIP comprises several methods that
encapsulate  WEP. Message integrity Check (MIC), IV
sequencing mechanism, Per-packet key mixing function, and
Re-keying mechanism are four additional algorithms included
in TKIP to boost key strength.

A per-packet key mixing mechanism is used to improve
cryptographic strength. A re-keying approach is employed to
generate a new key for every 10,000 packets. A hashing-based
initialization-vector sequencing technique is used. WPA uses
TKIP, which dynamically changes the encryption key used by
the computers, preventing intruders from matching the secure
network's encryption key. A message authentication code
(MAC) is a cryptographic way of confirming that
communications have not been tampered with. WPA uses the
Extensible Authentication Protocol (EAP) to authenticate
computers rather than relying exclusively on the plaintext of
their MAC address.

3. Wireless Protected Access2(WPA2)

Although Wi-Fi signals are broadcast in the air and can be
readily intercepted, encrypting wireless data is critical for
security. WPA 11 is an 802.11 wireless security standard that
employs 128-bit encryption and passwords to prevent
unauthorized access to critical information.

This protocol uses a single pass-key (PSK) that all devices and
the Access Point share for network authentication. The PSK can
be 8 to 63 characters long. An attacker can gain access to the
network if he discovers this one-of-a-kind PSK. Every device
develops and maintains a PMK based on the PSK or the AP
name until it changes. When a client attempts to connect to an
authenticator, the 4-way handshake procedure begins, and a
Pairwise Transient Key (PTK) is generated, which is used to
encrypt data between a client and an access point and is changed
at least once every 65,535 packets.

Pairwise Master Key Generation

Using the function below, all devices calculate PMK from PSK.
The data is encoded using HMAC-SHAL by the key derivation
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function PBKDF2. These routines are used to reduce
vulnerabilities to brute force attacks because of their high
computational cost.

PMK = PBKDF2(HMAC-SHA1, PSK, SSID, 4096, 256)

B. Comparison of Different WLAN Protocols

|
WEP WPA WPA2 WPA3
RELEASE YEAR 199% | 2003 2004 N8
ENCRYPTION Rivest Cipher ‘ Temporal Key CCMPand | Advasced
METHOD 4RCY) Integnty Advanced Ezeryptica Sundaed
Protocol(TKIP) | Encryption | (AES)
[ i RC4 Standard
SESSION KEY SIZE | 40-bit | 128-bit 128-hit 128-il{Personal)
192-bit{ Exterpeise)
CIPHER TYPE Stream | Stream Block Block
DATA INTEGRITY | CRC-32 Messsge Integnty | CBC-MAC | Secure Hash
Cok Algecithm
KEY NA 1 4Way 4-Way Simultancous
MANAGEMENT handshaking handshaking | Authentication
mechanism mechanism
AUTHENTICATION | WPE-Open | Pre-Shared Key | Pre-Shared | Simultancous
WPEshared Key Authentication of
equals with EAP
varint

C. Vulnerability/Weaknesses of WLAN Protocols
1. Vulnerability of WEP

As 1V is short i.e of 24 bits, there can be cases when two packets
are captured using the same IV. This shows the vulnerability of
Short IV size. Also as there is no particular way to generate 1V,
there can be a possibility when wifi is using the same 1V for a
long period of time. This highlights the Keystream
vulnerability. When plain text is associated with the
unencrypted Integrity Check Value , it leads to brute force
attacks by the attackers.

2. Vulnerability of WPA/WPA2-PSK

WPA is similar to WEP, but it uses temporal key integrity
protocol(TKIP) to increase the encryption. TKIP encapsulates
WEP using various algorithms. WPA2 on the other hand uses
Advanced Encryption Standard. Communication of packets
between the Client and Authenticator occurs using a 4-way
handshake and it takes place between client and AP whenever a
client tries to connect to an AP. PMK is calculated using the
PBKDF2 hashing technique. By entering SSID, self-created
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pass, and SSID length into this method, the attacker can build a
hashed key and compare it to the captured hashed key. The AP
and client verify that the credentials (WPA Key) used to initiate
the connection are correct and then exchange the key to encrypt
all the traffic from that point onwards.

The cryptographic key is installed whenever the client receives
the third handshake message. A 4-way handshake's weak point
lies at this stage, where messages might be misplaced or deleted.
When the AP fails to receive message 4 (acknowledgement
message) from the client, it re-transmits message 3 and lets the
client receive it several times by reinstalling the same
cryptographic key each time the third message is received. The
assault takes place here.

3. Vulnerability of WPA3

WPA3 shows vulnerability in its DragonFly Handshake where
dragonfly means the mechanism through which the user
authenticates itself. It uses strong elliptical curves for
encryption but hackers can force it to use weaker curves for
encryption.Another vulnerability is side channel attack which
uses an unprotected code, i.e which can be modified using if-
then-else branch in Dragonfly algorithm to guess the password
generation method.

D. Attacks on WLAN protocols
1. Attack on WEP

One can capture the packet and inject it into traffic to force an
access point for creating a new packet with a new IV and
continue to do so till there are two packets using the same V.
Using the vulnerability of short IV size one can figure out the
secret key used in encrypting and decrypting the plain text.

1.1 Sniff all packets from target Access Point using the
command - “airodump-ng --channel 2 --bssid <MAC
ADDRESS> --write packets wlan0”.

It will capture all packets and store them in .cap file format.
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Figure 1. Sniff all the packets from the target AP

1.2 Crack WEP Key from the captured packets using the
command - “aircrack-ng <filename of stored packets>".

Figure 2. Cracking WEP key from the captured packets

2. Attack on WPA/WPA2

2.1 PTK is generated using PMK and PBKDF2 hashing
function, this is the loophole for attackers to exploit as this data
is sent in an unencrypted format. The pass, which can be
computed via a dictionary attack with a solid 4-way handshake
captured, is the attacker's lone unknown value in computing the
PMK. We don't have a cryptographic flaw in WPA2, thus
there's no other method to reverse engineer that key.
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Fig 3. Cracking passphrase from the captured four-way
handshake

2.3 KRACK for WPA2 (Key Reinstallation Attack)

It's used to get around the WPAZ2 protocol's weakness. As
previously mentioned, the attacker can impersonate the AP by
re-transmitting message-3 multiple times. When the client
attempts to reconnect to the AP, the attacker can force it to
connect to the phoney AP. It can operate as a middleman.
Attackers can crack the pass with the captured handshake using
brute force and dictionary assaults.
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Fig 4. Cracking passphrase using KRACK

3. Attack on WPA3

Downgrade Attack - As some devices do not support new
protocols, transition mode can be exploited through two
different ways. First one is to modify the beacons by being man
in the middle showing that a WPA3-enabled router can only be
used as WPA2. And second is if the SSID name of the targeted
WPA3 network is known, one can forge a man in the middle
redirecting every request of WPA3 to connect to WPA2 access
point. Once it act as WPAZ2 attacker can exploit the four way
handshake of WPA2 above as explained in attacks of WPA2

E. MAC SPOOFING

For protecting the individual’s privacy, mac address should be
anonymous. Therefore MAC SPOOFING is done before
performing any kind of attack on the above mentioned
protocols.

Algorithm to spoof MAC address:

1 ifconfig wlan0 down ( Down the interface)
2 macchanger -a wlan0 ( Change the mac address )
3 ifconfig wlan0 up ( Up the interface)

Store this code in the crontab so that whenever the system starts
code execute itself and mac address get changed automatically.

Flle Actioms Edit View Melp

Figure 5: Mac Spoofing Script

Pseudo-Code to spoof MAC address using macchanger.
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Fig 6. Pseudo Code for MacChanger

VI. CONCLUSION

WEP was introduced in 1999 it has a vulnerability of short IV
size which leads to cracking of WEP key. WPA was introduced
in 2003 which uses TKIP that dynamically changes the key
which system uses. In the case of WEP the key was static. Later
on in 2004 WPA2 was introduced to mitigate the chances of
brute force attacks which was seen in WPA by using Advanced
Encryption Standard techniques. As key in WPA2 can be
cracked using KRACK attack, later on in 2018 WPA3 protocol
was introduced which has a different and longer key size as
compared to the other protocols. Also WPA3 uses a
simultaneous authentication method. Still some downgrade
attacks can be performed on WPAS3 as described above. Every
protocol has some vulnerabilities which lead to cracking of
password for different wifi. These are getting mitigated as soon
as they are identified.
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