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Abstract

Socioeconomic benefits remain a key element in every business organization. With cybercrime
in the clime, businesses always anchor their engagements with suspicion and cynicism in the
guard to avoid being defrauded or manipulated by internet fraudsters. Previous studies on
cybercrime and cyber-attack control have not been able to fully address the cyber-attacks on small and
medium scale businesses in Nigeria. Deviating from the conventional focus, this study examines the
effect of cybercrime in socioeconomic development of small and medium scale businesses in
Ogbete market of Enugu State. Both qualitative and quantitative methods of data collection were
used in this study. The methods were divided into two: primary and secondary methods. The
primary methods used were questionnaire and in-depth interviews. The questionnaire was used
to gather quantitative data from 320 statistically determined respondents. The questionnaire
consists of closed-ended and few open-ended questions. For the purpose of triangulation, the In-
depth Interview (IDI) guide was designed for the qualitative aspect of the study. This was used to
complement the quantitative instruments of data collection. The study found that business
organisations in Ogbete market have experienced hacking into their business accounts and online
platforms. The study, therefore, recommends that businesses need to create security policies and
practices. This includes establishing rules for password creation, access controls, and data
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sharing. It is also important to develop a data protection plan in case of a data breach. This
should include procedures for notifying customers and authorities and containing the damage.
Equally, since the employees play a crucial role in protecting businesses from cyber-attacks,
educating business employees on best practices for cybersecurity is essential. This includes
teaching them how to identify suspicious emails and links, how to create strong passwords, and
how to recognize and report cyber threats.

Keywords: Business organizations, Cyber-attacks, Cyber-fraud, Internet, Socioeconomic
development.

Introduction

In a modern global setting where people are more connected than ever in history, the epithet of
corruption and fraud spreads swiftly and do not only apply to people jumping queues or giving
privileges to cronies, it is mostly pronounced in the domains of fraudulent activities perpetrated
through the internet. These kinds of activities constitute what is known as cybercrime.
Cybercrime includes the regular crimes that are widely known, like forgery, cheating,
falsification, fraudulent representation of facts or impersonation — only that they are now carried
out through the use of computer and internet (Ajah & Onyejegbu, 2019). The alarming increase
in incidents of cyber-attacks and the resultant socioeconomic implications have made the
management and security of the cyberspace a paramount concern to multi-stakeholders, driving
the process, from the public to the private corporate institutions (Agugoesi, 2014:8). Hacking is a
complicated technical activity aimed at exploiting systems’ vulnerabilities to subvert security
checks, geared towards compromising digital devices such as computers, smartphones, tablets,
and networks of organisations for financial gains, corporate espionage and for fun.

Estimating the global economic impact of hacking is difficult since most organisations do
not report or publish their financial losses. However, The Council of Economic Advisers
(2018:8) estimated that malicious cyber activities cost the U.S. economy between $57 billion and
$109 billion in 2016. In Kenya, several government websites came under hackers’ attacks,
putting huge amounts of citizens’ data and even government revenue collection systems at risk.
In 2012, over one hundred (100) Kenyan government websites were defaced by an Indonesian
hacker with an estimated loss of $22.4 million. In South Africa, ATMs were massively
compromised and huge sums of funds lost to the activities of the hackers in South Africa
(Tobiko, 2014:7).

Equally, every successful attack, no matter how insignificant, attracts disastrous
consequences for business organisations. The abuses of the cyberspace by hackers portend
danger and have stalled the developmental contributions accruable from a well-harnessed ICT
adoption, diffusion and utilisation by corporate organisations in Nigeria. This development has
widened the digital divide, crumbled the information infrastructure and affected consumer’s
confidence in online transactions in Nigeria (Oumarou, 2007; Salifu, 2008; Longe, Ngwa, Wada,
Mbarika & Kvasny, 2009).
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The disturbing rise in incidents of hacking and the resultant economic implications have
made Akinsehinde (2011) and Olayemi (2014) to argue that more than eighty per cent (80%) of
e-commerce in Nigeria are prone to hacking, which consequently, threatens their existence and
survival. These scholars argue that web portals and web-based applications of the Central Bank
of Nigeria, Nigeria Stock Exchange, banks, shopping malls, pension fund administrators and
switching/electronic payment companies are vulnerable to attacks due to inadequate security
measures for safeguarding their platforms. The cost of hacking is expected to grow exponentially
in the distant future, as reliance on networked technology increases.

With the current high unemployment rate ravaging the nation, more young people across
the country live below the poverty line, thereby; forcing some of them into internet-assisted
crimes like hacking, phishing and other related vices (Ibrahim, 2016). Notwithstanding, most of
the young adults are students in various higher institutions of learning in the country, as well as,
unemployed graduates and school dropouts (Hassan, Lass & Makinde, 2012:12). They explore
the liberty offered by the cyberspace to defraud, steal and engage in mind-boggling atrocities that
impact negatively on the economic sustainability of corporate organisations in Nigeria. This
study onerously studied the effect of cybercrime in socioeconomic development of small and
medium scale businesses in Ogbete market of Enugu State.

Cybercrime in Nigeria

The penetration of internet in Nigeria created new ways of seeking opportunities offered
by the internet. It was at this time that local fraudsters embraced the opportunity of the internet to
go global and created a new version of fraud called cyber fraud (Jaishankar, 2007). According to
Jansen and Leukfeldt (2016) cyber fraud includes all use of falsehood on the internet to gain a
dishonest advantage. It is a type of cybercrime and is less diverse than cybercrime. Cybercrime
includes all forms of criminal activities carried out on the internet. This includes hacking, cyber
espionage, SIM swap, cyber fraud, and many more. Africa is most vested in cyber fraud. More
sophisticated cybercrime activities also exist in Africa especially cyber-hacking of all sorts. In
2017, 50 graduating students from Makerere University Uganda were removed from graduating
list in accusation of hacking into the University’s system to change their grades (Abdi, 2016).

The bank systems are also often hit through direct hacking, malware planting, and many
other more sophisticated means. Experts have estimated that over 80% of personal computers in
Africa are infected with viruses and other malicious software that aid hacking and data loss.
There are also rumors of a very gigantic network of malware-infested laptops called “botnet” that
has the capacity to take down the whole internet (FranzStefan, 2010). Some of these
sophisticated methods of cybercrime are manufactured and carried out in Africa while some are
manufactured outside the continent but used in Africa — nonetheless, they all threaten African
and global cyber security from Africa.

Similarly, the patterns of cyber fraud have evolved over time to match the changing
social narratives between Africa and the rest of the world. In the early 2000s, Africa was newly
opened to the world and both businesses and individuals scouted for big opportunities in the
continent. Because the Western and European businesses thrived on trust and agreements,
foreigners from both regions easily placed faith in dealing with business opportunities from
Africa (Chinweze, Chukwuemeka, & Egbegi, 2019). At the time, the model of cyber fraud was
to forge documents and sell hypothetical or fake products to foreigners through the internet.
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They would search, study and send messages to target victims, bearing news of “unique”
opportunities to buy items or make investments with guaranteed profits (Prince, 2019). Some of
these messages are often too good to be true or so fashionably constituted that red flags are hard
to detect.

Methodology
Study design and location

Cross-sectional design that allows the use of quantitative data was adopted. This design is
considered appropriate for this study because it provides a better and comprehensive
understanding of the problem under study. The study location is Ogbete Market in Enugu State.

Sample size and procedures

The sample size for this study was 320 which was drawn using Yamane (1967) formula for
sample size generation. The formula is shown below. A 95% confidence level and level of
maximum variability (P = 0.05) were assumed. The formula for the sample size estimation is

given as: n= m

Where:

n = the sample size
N = the population size
e = the level of precision (allowable error) that is 5% or 0.05.

Therefore, the sample size estimation is given as:
1600

~ 1+ 1600 (0.05)2
1600

5
n=320
This sample size was therefore considered fair to represent the entire universe for this
study.

Methods of data collection and Analysis

Data for this study were primarily collected through questionnaire and In-depth Interview (IDI)
guide. On the other hand, data were secondarily sourced through the library and other documents
dealing with the internet system. Accordingly, responses from respondents, as were generated
through interviews, were subjected to content analysis while the quantitative components of data
generated were presented using frequencies and percentages.

Results
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Inferring from the sample size, a total of 320 questionnaire were distributed to business owners
in Ogbete market of Enugu State. From this number that were distributed, 307 were correctly
filled and returned. This formed the basis for this analysis.

Table 1: Distribution of the resiondents bi whether thei had exierienced ciber attacks

Yes 262 85.3%
No 45 14.7%
Total 307 100%

Source: Field Survey, 2022

The responses presented in Table 1 shows that 85.5% of the respondents affirmed that
their businesses in Ogbete market have experienced cyber-attackd while 14.5% indicated that
their businesses have not experienced cyber-attacks. This implies that majority of the

respondents were of the view that their businesses have experienced cyber-attacks.

Responding to whether his business has been attacked by cybercriminals a participant said:

Yes, my business has been attacked and you see, POS operators are often at
the biggest risk of hacking attacks because of the money at their disposal.
This is contrary to the assumption that cyber threats are aimed only at bigger

organisations.

His position was further corroborated by another participant who said

The activities of cyber criminals are routinely experienced by small and
medium scale businesses. According to him, some of his business neighbours

do experience breaches on their business accounts.
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Another participant noted:

The inevitability of online financial transaction in the current era of
information and communication technology makes possibility of cyber-
attacks high while perceiving cyber-attacks as the negative side of the

advancement with financial institutions as the most targeted organisations.

Information and communication technology has rapidly transformed all facets of businesses,
making almost every business organisation to own at least one computer platform. Odo and Odo
(2015) emphasized the relevance of communication technology for many businesses noting that
it is central in growing and sustaining successful businesses. This development invariably has
impacts on small and medium scale business organisations as information technology brought
with it a new dimension of crime, known as cybercrime with its divergent types and dimension
(Falashade & Abimbola, 2013; Ukwayi & Okpa, 2017). A study by limudeen (2013) shows that
68% of the respondents reported that they had experienced virus infection on their personal
computer, more than half of which was attributed to online related factors like harmful websites,
absence of antivirus, lack of anti-virus update and too much internet surfing. However with the
case of studies outside the African continent the current findings could be regarded as relatively
low as in Singhal (2014) study, 94% of the respondents confirmed that they have experienced

virus attack in the course of their daily work schedule.
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Table 2: Distribution of the respondents by whether they reported their experienced cyber-attack

to the iolice

Yes 10 3.3%
No 294 95.7%
Not aware 3 1.0%
Total 307 100.0

Source: Field Survey, 2022

Aside the attacks, 3.3% of the respondents reported the cyber-attacks in their businesses to the
police, 95.7% of the respondents did not report such attacks, while 1.0% of the respondents said
they are not aware whether or not such attacks was reported. This implies that majority of the
respondents (95.7%) did not report such attacks in their businesses to the police. Responding to

the reason they failed to report to the police, an IDI respondent said:

| have been badly treated by the police in the past and I still perceive them
as part of the problem one should be mindful of. Is it not the same police
that illegally stop and extort money from the people at will that you expect
me to report my experience to?

Another respondent had this to say:

Some of the victims were physically and emotionally traumatized to the
extent that they even consider reporting to the police as part of the problems.
They may be afraid the police would not find and punish the perpetrators.

This supports Boateng, Olumide, Isabalija and Budu (2011) findings that cybercrime is on
the increase although most go unreported. Hierarchically, majority of these attacks include
Phishing, Spam messages, hacking, cyber vandalism, identity theft, denial of services, and
data modification among others. This to a larger extent corroborates with the types of
cybercrimes contained in Fanawopo (2004) which include phishing, network traffic, cyber
stalking, data modification, cyber vandalism identity theft and email bombing. Also,
Olusola et al (2013) reported cybercrime activities in Nigeria to include virus dissemination,
hacking, phishing, cracking, software piracy, and pornography.
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Table 3: Distribution of the respondents by how they know their businesses have been attacked

How to identify virus attack Frequency Percentage (%)
System slowdown in performance 261 85.0%
Unwanted messages and alert messages 32 10.4%

Failure in application functionality 14 4.6%

Total 307 100.0

Source: Field Survey, 2022

Data presented in table 3 shows that 85.0% of the respondents indicated slow-down in system
performance as the mechanism through which they know that their business has been attacked by
virus. Also, 10.4% of the respondents indicated unwanted and alert messages as their own way of
knowing when their business has been attacked by virus, while 4.6% indicated failures of
business electronic applications to perform their designed functions. This implies that slowdown
in system performance is the most common mechanism through which majority of the businesses

have been attacked by virus.

E-commerce by its global nature offers endless opportunities for businesses to triumph as its
market resides in all part of the world. This advantage can be regarded as one of the ground
breaking aspect of ICT oriented businesses of the 21% century. However given the fluid nature
and often difficult to trance nature of financial transactions carried out using internet platforms,
cyber criminals have enormously taking undue advantages of such weakness to perpetrate
numerous financial frauds against individuals and business organisations. This introduces a new
dimension in the study of cybercrimes against business organisations as distinct from existing
literature like that of Jaishankar (2010) which took cybercrime as externally perpetrated act that

targets corporate organisations.
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Table 4: Distribution of the respondents on the measures taking to prevent their businesses from
being hacked

Sensitization of their workers and 60 19.5%
staff

Non-use of mobile apps 33 10.8%
Continuous  monitoring and 214 69.7%

reporting of transactions in their

banks

Total 307 100
Field survey, 2022

Data presented in Table 4 shows that 19.5% of the respondents indicated that their organizations
engage in sensitization of their workers and staff as a way of preventing their businesses from
being hacked. Also, 10.85 indicated their non-use of mobile apps as a way of warding off
hackers while 69.7% of the respondents indicated their continuous monitoring and reporting of
transactions in their accounts to the bank as a way of preventing and controlling their businesses

from being hacked.

Danguah and Longe (2011) emphasized the relevance of public awareness through what they
tagged, “providing of insights to the public”, yet went further to enlist legal action enforcement
as also needed to curb cybercrimes. While reiterating the legal dimension, Boateng, Olumide,
Isabalija and Budu (2011) observed the negative impact of inadequate legislation/legal
framework in the fight against cybercrime activities and like Dzomira (2014) emphasized the
need for all stakeholders to be involved in the attempt to put the activities of cyber criminals to

check.
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Conclusion and recommendations

Cyber-attacks have been a major concern of all internet users; especially those who rely on it for
business and governments through relevant agencies in collaboration with business organisations
have made attempts to safeguard businesses and clients from cyber-attacks. However, reports of
cyber victimization persist with millions often lost to cyber criminals. This has necessitated
series of studies on cybercrime. A common denominator in these studies is the acknowledgement
of cybercrime as part of the larger technology fallout which has fostered a new dimension of
crime and risk. Nonetheless, the pace at which business organisations subscribes to e-commerce
irrespective of the dangers posed by cybercriminal activities led the current study to investigate
the effect of cyber-attacks on the socioeconomic development of businesses in Ogbete market of
Enugu State. The study calls for businesses to create security policies and practices. This
includes establishing rules for password creation, access controls, and data sharing. It is also
important to develop a data protection plan in case of a data breach. This should include
procedures for notifying customers and authorities and containing the damage. Equally, since the
employees play a crucial role in protecting businesses from cyber-attacks, educating business
employees on best practices for cybersecurity is essential. This includes teaching them how to
identify suspicious emails and links, how to create strong passwords, and how to recognize and
report cyber threats.
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