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Abstract- This study examines the domain of cybersecurity in
relation to global software development (GSD), investigating its
risks, challenges, and methodologies via an exhaustive review of
the literature and survey. The results underscore the complex and
diverse aspects of cybersecurity in GSD and emphasize the
critical significance of global frameworks including OWASP,
NIST, and ISO/IEC 27001 in providing direction for secure
development procedures among teams that are geographically
separated. Notwithstanding challenges such as inexperience and
limited resources, the organizations that were surveyed exhibit a
dedication to augmenting security measures via training
initiatives, automated technologies, and fostering a culture of
consciousness. Although practitioners have a moderate amount
of faith in current cybersecurity frameworks, there are areas
where they could be enhanced to be more comprehensive and to
be easier to implement in a variety of contexts.

Index Terms- Global Software Development (GSD),
Cybersecurity Frameworks, Security Awareness, Cross-Cultural
Security Challenges

I. INTRODUCTION

I ntegrating cybersecurity safeguards into software development
processes is an imperative undertaking in the contemporary
digital landscape. The importance of developing secure software
cannot be overstated, given the increasing reliance of businesses
on software solutions to function. This research study endeavors
to perform an exhaustive literature review on cybersecurity in the
software development industry, with a specific emphasis on the
myriad security risks and challenges that are prevalent in this
sector. This paper examines the probability of insider threats
occurring, the repercussions of data intrusions, and the criticality
of implementing secure coding practices right from the outset of
development endeavors. The primary objective of this research is
to assess the effectiveness of current cybersecurity methods,
detect common weaknesses in software development
frameworks, and propose a collection of optimal strategies for
mitigating risks by conducting an extensive review of prior
investigations. By examining these aspects, the article
contributes to a broader understanding of how cybersecurity can
be seamlessly integrated into the software development lifecycle,
ensuring that security considerations are integrated at every
phase, starting from inception to execution. This project
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addresses a knowledge gap in the scholarly literature and offers
valuable insights for IT professionals, legislators, software
developers, and developers interested in enhancing the security
and resilience of software systems in the face of evolving
cyberthreats. The contemporary era of development is
characterized by a shift toward distributed development. Under
this methodology, the software development is carried out by
developers situated in remote locations, which are geographically
distinct from the organization's physical location. Global
Software Development (GSD) has emerged as a critical
component in the current software engineering environment,
effectively managing the requirements for cross-cultural,
temporal, and geographical collaboration in the development
process. By capitalizing on the effects of globalization,
organizations are able to optimize expenses, maintain continuous
operations, and access a wide range of skilled personnel. GSD
facilitates the utilization of worldwide expertise and talent,
resulting in novel resolutions and entry to specialized
proficiencies that are absent in the local context. It facilitates cost
optimization by allowing organizations to leverage labor markets
characterized by diverse cost structures. GSD's distributed
architecture enables uninterrupted development and support by
leveraging time zone disparities to facilitate work cycles that
operate around the clock. Language and time zone disparities,
among other obstacles, can hinder the effectiveness of
collaboration and coordination. If not effectively managed,
cultural diversity has the potential to give rise to
misunderstandings and conflict, despite its advantageous impact
on broad perspectives. For distributed teams to maintain quality
consistency, robust processes and standards are required. The
integration of efficient communication tools and methodologies
is vital for bridging the divides that exist between geographically
dispersed teams. Team-building exercises and cultural sensitivity
training have the potential to foster greater collaboration and
mutual understanding. The implementation of standardized
development practices and protocols guarantees uniformity and
excellence throughout all teams. Security is one aspect of global
software development that distinguishes itself from all other
considerations. Due to the fact that software development does
not occur simultaneously, distinct modules are created and
subsequently integrated into the overall software. This is
accomplished remotely; however, to ensure the confidentiality of
the code and documentation pertaining to the software under
development, we require a secure and encrypted platform for the
sharing of code bases, documentation, and sensitive organization
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data. Thus, there is an enormous need for security and the
possibility of attacks to the organization's assets in the modern
era. As a result, we shall examine the fundamental cybersecurity
facts pertaining to worldwide software development.
Consequently, our attention will be directed towards elements
such as data intrusions, insider threats, and the criticality of
secure coding. Conspiracy involving data exposures is prevalent
among businesses that depend on distributed software
development. Unauthorized access obtained by hackers results in
the exposure of sensitive information that ought not to be viewed
or utilized. This organization could suffer severe financial and
reputational damage as a result of this sensitive data. Given the
geographical dispersion of global teams, communication and data
exchange are conducted via cloud-based platforms, necessitating
the implementation of tools and methodologies that facilitate
global data sharing. This creates an abundance of potential
breach-causing factors. A data breach that exposes the personally
identifiable information of employees and consumers is an issue
that many organizations must address. Over time, these types of
accidents have become more frequent and can impose significant
financial losses on the affected organization [1]. The costs linked
to data intrusions at publicly traded companies, which
compromise personal information (including that of customers
and employees), are assessed by the stock market. By utilizing
event study methodologies to analyze 77 incidents spanning from
2004 to 2006, it is possible to ascertain that, on average, a data
breach significantly and negatively affects shareholder wealth
[1]. Cyber threats, data breaches, and other forms of
organizational damage can be attributed to both internal and
external factors. Employees and other authorized users with
access to the organization's data are considered internal factors.
These users exploit authorized access to the data by employing it
in an unauthorized manner, thereby preventing the data from
being utilized in a permitted manner. Although internal attacks
are more difficult to detect, security analysts have the ability to
track back external attacks using their traceback capabilities.
Thus, a variety of approaches may be implemented to conceal the
harm caused by the insider attack or prevent its occurrence. In
regard to global expansion, these challenges are especially
pronounced due to the lack of knowledge regarding the newly
recruited employee's personal security measures and approach to
safeguarding the organization's assets. Furthermore, concerns
regarding the employee's work ethic and filing system contribute
to the implausibility of the situation. Therefore, with all hazards
in mind, we conclude that the code base must be secure enough
to instill confidence in the programmer that the software will not
be compromised under any circumstances. Consider yourself to
be in control of your organization's primary e-commerce
application. You may comply if a "application service provider"
requests that you modify it to operate on a server located beyond
your firewall. Doing so will not compromise security as long as
your design incorporates dependable and flexible third-party
authentication and authorization. If your architecture adequately
restricts software access, you can eliminate the possibility that an
intruder could exploit your application to compromise the
organization's firewall when questioned by the vice president of
operations [2]. Given the increasing reliance of organizations on
distributed teams to accelerate innovation and growth, the subject
of cybersecurity in global software development becomes
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progressively more significant. However, this expansion brings
forth a multitude of intricate security challenges and threats that
necessitate resolution in order to safeguard data integrity,
maintain stakeholder confidence, and ensure privacy. The
academic literature delves into a multitude of facets pertaining to
these difficulties, encompassing the susceptibilities intrinsic to
distributed networks, tactics for averting insider threats, and the
enforcement of secure coding practices. In the realm of global
software development, Zhao and Zhang (2024) conduct a
bibliometric analysis and offer a systematic commentary on the
security evaluation of foreign investments in China. They
emphasize the intersection of these investments with
cybersecurity. The significance of a strong normative framework
in tackling cybersecurity issues that emerge from global
investments and collaborations is emphasized in this study [4]. In
his work, Holvikivi (2024) presents a risk assessment framework
that specifically addresses the cybersecurity vulnerabilities that
are inherent in the process of digitalizing education. The
framework discussed in this paper pertains specifically to
worldwide software development endeavors within the
educational domain and provides valuable perspectives on
strategizing to prevent cybersecurity risks [5]. Khalid and
Aldabagh (2024) examine the most recent intrusion detection
datasets utilized in Software Defined Networking (SDN)
environments and analyze the cybersecurity obstacles that arise
from SDN threats. Their research emphasizes the susceptibilities
of network components to cyber-attacks, thereby underscoring
the necessity for the development of novel models that can
fortify security measures. [6]. In his recent publication, Coombs
(2024) examines the potential cybersecurity hazards associated
with DNA data storage, a domain that is becoming increasingly
significant in software development worldwide owing to the
growing dependence on novel data storage methods. Key
cybersecurity hazards and strategies for constructing a
comprehensive infrastructure to mitigate these risks are identified
in this study. [7].

Il.  LITERATURE REVIEW

As part of their research, Huang, Biczok, and Liu (2024)
investigate the impact that liability waivers and audits have on
the incentive effects that are associated with the creation of
secure software. The assessment of the audit process that is
included in this report provides substantial insights into the
national cybersecurity policy as well as its implications for
software development practices all around the world [8]. The
cybersecurity concerns that are linked with international software
development have been investigated in this article. The ways that
are used to reduce these risks have also been discussed, along
with the areas in which the processes that are now in place might
be improved and those with deficiencies. Within the
methodology portion of this work, there is a description of the
search strategy that was utilized. This description includes an
explanation of the research questions as well as the keywords and
search queries that were utilized in order to identify relevant
material within particular databases. Immediately after that, we
proceeded to provide an explanation of the selection criteria that
were utilized in order to refine the research articles that were
obtained. After that, we went on to detail the processes that were
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carried out in order to assess the quality of the research papers
that were selected.

Roles Description

compfiance Assist in matching development activifies with customer needs and
with corporate | business objectives. They stress how important it s to develop
objectives software that functions, safisfies user needs, and boosts company
[9]. Organisations can accomplish ther strategic goals by utilising
software development methodologies that prioritise client priorties
and offer value.

Productivity
ond flexbility in

processes

They encowrage ogiify and process efficiency [10]. They offer
methods ond approaches for contoling dependencies, cutting
down onwaste, and streamiining the deveiopment cycle.

crum ond Kanbon are examples of agie methodologies that
ploce an emphosis on incremental and iterative development
which enables software to be delivered more quickly and with
greoter flexibility,

Arangement Establish frameworks for project planning and organisation. They
ond Plonning of | provide fines of communication, lay down roles and tasks, and help
Projects team members coordinate. Teams can efficiently manage
resources, defne gools ond objectives, and create proect
timeframes by adhering to o development methodology [11].

Gualty contol | Integrote testing and quality control procedures into the
and development process. They offer instructions on how to camy out

examination different testing tasks, such as user acceptabilty testing, integration
testing, and unit testing [12]. These methods aid in making sure
software satisfies quality requirements, performs as intended, and is
free of erors and vulnerabilities,

Constont Software development methodologies foster ongoing learning and

eaming and | development [13], [14].

development They support retrospectives, in which team:s examine ther

operations, pinpoint opportunifies for development, and put new
ideas into practice to boost productivity and quality. Agie
techniques promote a culture of constant innovation and
development by focusing on two fundamental concepts:
confinuous leaming and adaptabiity.

Sofety ard | Techniques for soffware development are plocing o greater
qualitycontrol | emphasis on quality
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further investigation. In the wake of that, we arrived at a decision
that outlined the necessary work that will be done in the future.
For the purpose of this study evaluation, the time span that has
been chosen is from the year 2000 to the year 2024, with a
preference for journal publications.

I1l. METHODOLOGY

Typically, the process begins with the formulation of a search
query concerning software development and cybersecurity. A
search of deciding databases, such as Google Scholar, IEEE
Xplore, PubMed, Springer, and the ACM Digital Library,
constituted the initial step. Then, as subsequent essential terms,
Cybersecurity, Data Leaks, Agile Software Development,
Distributed Software Development, and Data Authentication
were chosen. We subsequently generated the resulting queries, of
which five were as follows: "cyber security” AND "software
development™ (2,400 results), “threats in software development”
(1,330,000 results), "software development associated threats"
(1.590,000 results), and "cyber threats in software engineering"
(318,0 results).Following that, we implemented a publication
year criterion in which we included papers from 2020 to 2024;
the outcomes were subsequently altered. The query "Cyber
security” AND “"Global software development” yielded
approximately 1,630 results spanning the years 2020 to
2024.Around 17,800 results were returned in response to the
query "cyber threats in global software engineering.” Regarding
hazards in global software development, an estimated 110,000
results are returned in response to the query. The search for
"threats linked to worldwide software development” produced an
estimated 17,700 outcomes.

control ond security measures, They — —
incorporate security factorsinto the development process, such as "Cniena Type Description
vuinerabiity management, security testing, and secure coding Inclusion
techniques [13]. These methods assist in proactively addressing iteria
security vuinerabiiities ond encourage o security-conscious mindset IT Papers published between January 2010 and December
[14.117). imefame:: lomy.
Working They encourage cooperation and ciear comm..n'-‘:cfon cetwesn Subject Papers focusing on cybersecurity challenges, threats, and
together and | stakeholders ond team members. They offer structures for holding Matter strategiesin global software development.
communicating | frequent meefings, gefting input, ond coordinoting the = === = = :
development proces with clent requrements. These strategies Research Empmcgl studies, lterature reviews, case studies, and
frequently incorparate colaboration took and techmigues, such e fheorghccl papers that offgrins»ghfs mfo.cybersecunfy
user story workshops ond daiy stand-up mestings, to improve practices, frameworks, and methodologies.
stakeholder participation and teamwaork [18]. Publication [|Peerreviewed journal criicles, conference proceedings,
Risk control Throughout the development ffecycle, rsks ore idenffied, lype ond academic book chapters.
evaluated, and mitigated as port of software development Language  ||Papers published in English.
opprooches to risk management [19]. They offer methods for Excludon
identifying, analysing, and planning for risk  mitigation. ICriieria
Deveiopment teams canreduce the impact of possible problems = - =
ond make wie dectons to succesfuly mitigate rsks by I'ﬁmefrcme Poferspubhsheobefore January 2010 orafter December
proactively managing risks [20]. 2024
- - - P ot ifically ing cyber nty within
Figure 1 Categorical literature. Balmvence: o2t nalspechcaly oddiasting cytenecumly winin
the contexi of software development.
. . . Publication [[Non-peer-revi i arficles, editorials, opinion pieces,
In the following section of our research study, we delved into | = | o Ee e o divseriations o
the cybersecurity challeng_es tha_t arise during the process of [ohovape _|Popstenot GyalbEn Englih.
software development. This section included case studies, the Pabarethicl are nol Goceasbie Tough GEatBmc
implications that emerge from these challenges, and strategies — [AVeISBIltY |l t  cces or do not have o fulktext version available.
that may be utilized to mitigate the impact of such breaches and Figure 2 Inclusion and Exclusion Criteria
threats. Following a discussion of various tools and technology,
we reached a conclusion regarding the procedures and The query "Cyber security" AND "Global software

benchmarks that were the most effective. Subsequently, we
offered solutions to the research questions that we had posed, and
we closed with a discussion of the gaps in the existing literature.
During this discussion, we recognized the areas that deserve
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development” produced 291 outcomes from 2020 to 2024,
establishing itself as the most suitable for investigating this
particular domain. The criteria for inclusion and exclusion were
determined to be papers published between 2020 and 2024,
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which were to address the research inquiries and be relevant to
the domains of cybersecurity and global software development.
The papers that were incorporated based on the scoring criteria
specified in the inclusion criteria are also detailed in Table 1.
Table 1 further elucidates the quality assessment, which is
predicated upon several factors including the years, data source,
and evidence, in addition to relevance to the research query. In
order to ascertain the quality and pertinence of the studies
incorporated in the research pertaining to cybersecurity and
global software development, a rigorous procedure was
implemented. In the beginning, search queries were devised
utilizing authoritative databases including Google Scholar, IEEE
Xplore, PubMed, Springer, and the ACM Digital Library, with
the intention of locating key terms that are relevant to the field.

This methodology ensured an exhaustive review of the current
body of literature. Following this, the searches were refined by
including publication dates between 2014 and 2024, with a focus
on the most recent and pertinent studies. The criteria for
inclusion and exclusion were clearly delineated in order to
eliminate studies based on their publication year, applicability to
the fields of cybersecurity and global software development, and
capacity to investigate particular research inquiries. The
evaluation of the study's quality and pertinence was performed
by considering various factors, including the study's immediate
applicability to the research inquiries, its timely publication, and
the reliability of its data sources and evidence. The selection of
papers was facilitated by a scoring system that adhered to the
inclusion criteria. This ensured that only those papers that
satisfied a rigorous standard of quality and pertinence were
incorporated. By adhering to this stringent methodology, a
corpus of literature was gathered that is not only up-to-date but
also closely corresponds to the objectives of the research, thereby
establishing a strong basis for the conclusions drawn in the study.
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D D . e R

Figure 3 Development Architecture

To begin with, it shall address the security dangers. Software
security risks are potential threats, defects, and vulnerabilities
that have the capacity to compromise the security of software
systems. These threats compromise the availability, integrity, and
confidentiality of the software, in addition to the data it manages.
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Ilicit access, data breaches, system compromise, financial loss,
reputational damage, and legal repercussions are among these
risks. A compilation of prevalent software security vulnerabilities
is detailed in Table 3. Software security risks are defined as
deficiencies and susceptibilities that a malicious actor may
exploit in order to compromise the integrity of software
applications. Therefore, it is critical to understand and effectively
handle these risks to ensure the protection of sensitive data,
maintain the integrity of the system, and ensure the
confidentiality and availability of software resources. Injection,
Cross-Site Scripting (XSS), Cross-Site Request Forgery (CSRF),
Insecure  Direct Object References (IDOR), security
misconfigurations, weak authentication and authorization,
Denial-of-Service (DoS), vulnerabilities in third-party libraries,
insider threats, and insecure communication are all risks
associated with software systems.

Software Risk Descriptions

Thrd-porty
dependencies

Dependencies on external frameworks, fibraries, or components
ncrease the chonce of acquiing vulnergbiifies from these
dependencies [33].

Third-party software might put the software system at risk for security
issues if it contains security holes oris not updated ona regulor basis.

Insufficient The idenfification and handiing of security issues may be hampered
ogging by inadequate logging and monitoring capabifities [34).

ond It i difficuit to spot suspicious activity, monitor unauthorised access,
monitoring or properly look intosecurity breaches without adequate logging.

Software
vuinerabiiities

are flows in the design or programming of the software thot an
attacker could exploit {35].

Injection attacks, buffer overflows, cros-site scripting (XSS|, and
unsecured drect object references are g few examples of these
vulnergbiiifies [34).

Code execufion, unauthorized system manipulation, and data
oreache: con result from the exploitation of these vulneraoities,

Insecure The software system and its resources moy bcecome accessibie to
authentication | unauthorised users due to weagk or insufficient permission and
and authentication procedures [37].
authorzation | This moy lead to ilegal acts within the system, privilege escalation,
and unauthorised data access.

Insecure data | Sensifive information can be intercepted or subject to unwonted
storage access if it is handied insecurely, fike when it is stored in plain text or
and transmitted vio unsecure means [38].

transmission Data breaches, identity theft, and the compromise of private
informatfion are possible outcomes of this.
Incdequate Inadequate input validotion can resuit in @ number of secur

nput threats, including SGL injection and command injection [39).
validation Maficious inputs can aiter progromme behaviour without sufficient
input validation, which can result in unauthorised access, corrupted
data, or systemcompromise [40].

Lack of secure

configuration

Security vulnerabilities can be coused by improper or unsafe settings
of servers, network devices, and software components [41].

Attackers moy be oble to use defoult passwords, improperly
configured access confrols, and superfluous services or porfs to

obtain unauthorised access to the system.

Social Social engineering attocks are another type of software security risk
engineering n which hackers deceive people into giving up private information
ottacks or granting unauthorised access [42].

Social engineering techniques such os phishing, pre-texting, and
boifing can toke advantage of human wegknesses in order to
compromise software security.
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Figure 4 Cyber Security Related Risks in Software

In software development, discussions pertaining to data breaches
frequently center around three primary domains: occurrences of
data breaches, the consequences they impose on both individuals
and organizations, and proactive strategies to avert future
hazards. This reply will thoroughly examine each of these
domains, providing citations to studies and reports that illuminate
the present comprehension and optimal methodologies in the
field. Occurrences of Data Breachln software development, data
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intrusions may result from a multitude of factors, encompassing
human error, software vulnerabilities, and insufficient security
protocols. Symantec's Internet Security Threat Report presents a
noteworthy study that underscores the progressive characteristics
of attack vectors and the escalating expertise exhibited by cyber
assailants. An additional significant resource is Verizon's Data
Breach Investigations Report, which provides an exhaustive
examination of data breach incidents. Organized by industry,
cause, and impact, this report offers invaluable insights into
prevalent vulnerabilities that are exploited by malicious actors.
Consequences of Data Breachln addition to monetary losses, data
breaches have far-reaching implications such as legal
repercussions, harm to reputation, and erosion of consumer
confidence. The Journal of Cybersecurity publishes a study that
examines the enduring financial consequences of data breaches
on organizations, emphasizing that the repercussions may persist
for years following the occurrence of the breach. Furthermore,
the empirical investigation conducted by the Ponemon Institute,
as detailed in their yearly Cost of a Data Breach Report,
establishes a monetary threshold for the mean expense incurred
by organizations impacted by data breaches in various sectors.
Preventive Software Development Measures multifaceted
strategy is required to prevent data intrusions, including the
implementation of secure coding practices, routine vulnerability
assessments, and continuous monitoring. An important study
published in the ACM Computing Surveys delineates optimal
strategies for developing secure software. It espouses the
adoption of a shift-left approach to security, wherein security
considerations are incorporated at an early stage in the
development process. The information security management
system (ISMS) framework established by the ISO/IEC 27001
standard provides specific instructions for the methodical
administration of a company's sensitive data in order to guarantee
its continued security. Moreover, scholarly investigations
underscore the significance of developer education and training
pertaining to secure coding practices. This implies that by
augmenting  developers' security  proficiencies, software
vulnerabilities can be substantially mitigated [31]. The study
examines the critical significance of cybersecurity frameworks,
including the NIST Cybersecurity Framework (NIST CSF) and
MITRE Cybersecurity Criteria, in mitigating the dynamic and
intricate characteristics of cyber threats. Phishing, advanced
persistent threats, zero-day attacks, and denial of service are a
few examples of the methods by which these threats can cause
industrial, public, and private organizations to incur significant
financial losses. Protecting data, information, and business assets
from hazards that compromise the availability, confidentiality,
and integrity of information is the primary objective of
cybersecurity. Organizations must ensure that their computer
systems, networks, and network-connected devices are
consistently updated with the most recent software, updates, and
releases in order to effectively mitigate these threats. Also
emphasized is the implementation of policies and procedures that
regulate user interactions with network or system resources and
information access. The NIST Cybersecurity Framework
provides a collection of recommended guidelines, standards, and
best practices for bolstering cybersecurity measures. It assists
organizations in integrating cybersecurity risks into their overall
risk management strategies and aligning cybersecurity activities
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with  business objectives. Compiling efficient practices,
standards, and guidelines, the framework functions as a
standardized organizational structure. Developed in collaboration
with industry and government authorities, the MITRE
Cybersecurity Criteria delineate the prevalent strategies,
methods, and protocols employed by advanced persistent threats
to compromise computer systems and networks. The objective of
these criteria is to safeguard and protect cyber-ecosystems while
fostering cyber resilience, which enables systems to withstand,
recover from, and adjust to unfavorable circumstances, pressures,
breaches, or assaults. In addition to introducing numerous
sections that explain the NIST CSF, CIS Critical Security
Controls, ISA/IEC 62443 Cybersecurity Standard, MITRE
Adversarial Tactics, Techniques, and Common Knowledge, the
process of cybersecurity risk management is described.
Additionally, it underscores the application of NIST CSF to
critical infrastructure, thereby illustrating a preeminent
application of cybersecurity maturity. The study emphasizes that
substantial data exposures inflicted by cyberattacks can have
detrimental effects on the financial well-being and reputation of
organizations.
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As preventive measures, maintaining awareness of cybersecurity
developments, implementing rigorous access and interaction
policies, and embracing comprehensive frameworks such as the
NIST Cybersecurity Framework (CSF) and MITRE Criteria are
all aspects that are deliberated. Implementing these measures is
of the utmost importance in safeguarding information resources
from unauthorized access, preserving data integrity, and assuring
their availability. The paper "Analysis of Strategies for the
Integration of Security Practices in Agile Software Development:
A Sustainable SME Approach™ offers crucial insights into the
critical challenge of incorporating security practices into agile
software development, with a specific focus on small and
medium-sized enterprises (SMEs). This research, authored by Y
Valdés-Rodriguez, J Hochstetter-Diez, and associates [32],
emphasizes the increasing dangers posed by cyberattacks and the
critical requirement for small and medium-sized enterprises
(SMEs) to reinforce their software development procedures with
strong security protocols. An exhaustive examination of the
extant body of literature is conducted in order to assess various
approaches to integrating security into agile development
frameworks. It is noted that the inherent volatility and
unpredictability of the agile environment increase the
significance of implementing security protocols. Nevertheless, it
is imperative that the flexibility and effectiveness that define
agile methodologies remain intact. As a result of the study's
analysis, a synthesis of sustainable strategies for effectively
integrating security practices by SMEs is produced. The
aforementioned strategies have been specifically designed to
maintain the software development process's agility while
effectively reducing the potential for cyber threats [32].This
extensive analysis illuminates the critical equilibrium between
security and agility in software development, providing a
valuable guide for small and medium-sized enterprises (SMEs)
attempting to navigate the intricacies of the contemporary digital
threat environment [32]. In recent years, numerous models,
techniques, frameworks, and approaches to software quality have
been created. The Open Web Application Security Project
(OWASP), System Security Engineering Capability Maturity
Model (SSE-CMM), and Secure Tropos Methodology are a few
examples [62]. In addition to the aforementioned methodologies,
security testing has been recognized as a highly consequential,
efficacious, and widely implemented strategy for enhancing
software security. It has been implemented in order to detect the
weaknesses and verify the proper operation of the security
measures. As defined in [63], the process of developing secure
software entails ensuring that the software continues to operate
normally despite malevolent attacks. This entails addressing
security challenges throughout the entire SDLC, with particular
emphasis on the design phase [64]. As a result, the likelihood of
neglecting crucial security prerequisites or introducing
vulnerabilities during the execution phase is diminished. In order
to construct and deploy a secure software system, security
features must be incorporated into the application development
life cycle and existing SSE methodologies must be standardized
[65], [66]. Nevertheless, security is not a priority during the pre-
development phase, as the majority of organizations perceive it
to be a post-development process. As a result, the method in
question lacks sanction, leading to a limited comprehension of
the necessity for secure software development [67]. Insufficient
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evidence exists regarding the efficacy of current methodologies
in addressing tangible challenges [68]. Furthermore, the extent to
which current methodologies contribute to the evaluation of
safety concerns remains limited [69]. As stated in [70], hazards
increase the vulnerability of systems to catastrophic losses that
may be challenging to recover from. Protection considerations
are often neglected during the development and deployment of
the majority of software programs [71], [72]. Every day, covert
attack wvulnerabilities emerge from within or without the
organization, causing enormous financial losses in addition to
breaches of confidentiality [73] and credibility. This is due to the
fact that they jeopardize the accessibility and integrity of
organizational data. As the programmer inadvertently leaves
some bugs, the coding portion of SDLC is more susceptible to
errors, according to the authors in [69] and [74]. This renders
software more susceptible to potential attacks. Denial of service
attacks, code execution, memory corruption, data loss, cross-site
scripting, improper access control, SQL injection, buffer
overflow, and integer overflow are examples of such
vulnerabilities [75]. In order to mitigate these concerns, software
industry researchers have implemented an extensive range of
software security practices, methodologies, and approaches [76],
[771, [78], [79], [80]. A number of corporations have developed
maturity frameworks and models to evaluate the level of
development of their software security procedures. For example,
Correctness by Construction is a methodology utilized in the
development of software with high integrity [81]. Anticipate
requirements to change, understand why testing is being
conducted, eliminate errors prior to testing, write software that is
simple to verify [82], develop incrementally, acknowledge that
certain aspects of software development are inherently
challenging, and recognize that the software is not functional in
and of itself. Seven touchpoint operations, including abuse cases;
security requirements; architectural risk analysis; code review
and correction; penetration testing; and security operations, are
recommended by the authors in [83] and [84]. All of these
touchpoints are associated with software development artifacts
and their purpose is to generate secure software. In a similar
vein, Microsoft has introduced the Microsoft Trustworthy
Computing Security Development Lifecycle [85], an initiative
that supplements its software development process with a distinct
set of security practices at each stage. In contrast, the Secure
Software Development Process Model (S2D-ProM) [86] has
been designed to provide software engineers and developers of
all levels—from novices to experts—with guidance and support
in the development of secure software. Likewise, TSP Secure
(Team Software Process for Secure Software Development) [87]
has been developed with software teams in mind. It strives to
assist them in assembling a high-performing group and
organizing their efforts to yield optimal outcomes. The TSP
Secure methodology places significant emphasis on software
security through three key approaches: planning, development,
and management; and providing training for developers and other
team members regarding security-related matters [88]. The
Comprehensive, Lightweight Application Security Process
(CLASP), as elucidated in [89], is a rudimentary procedure
comprising 24 high-level security activities that may be
integrated wholly or partially into software throughout the
Software Development Life Cycle (SDLC). Threat modeling and
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risk analysis [90] are executed in the CLASP framework
throughout the requirements and design phases. It recommends
secure coding standards and secure design guidelines during the
design and implementation phase [91], [92], [93], [94]. Security
testing, static code analysis, and inspections [94] are conducted
during the assurance phase [95]. Conversely, a multi-vocal
literature survey was undertaken by the authors of [96] in order
to ascertain the most effective methodologies for developing
secure software. On the basis of best practices that were
identified, the Secure Software Design Maturity Model
(SSDMM) framework was created. In a similar vein, the Security
Quality Requirements Engineering (SQUARE) approach was
created to streamline the process of obtaining, categorizing, and
ranking security specifications for applications and systems
related to information technology [97]. Additionally, Appropriate
and Effective Guidance for Information Security (AEGIS) for
assessing the relationships between device assets has been
developed. Following that, risk analysis is conducted, during
which vulnerabilities, hazards, and risks are defined [98], [99].
The Secure Software Development Model (SSDM) security
training provides stakeholders in software development with
sufficient security education, as stated in reference [100] [101].
During the requirements process of SSDM, a threat model is
used to identify and their capabilities.153Global Journal of
Engineering and Technology Advances, 2023, 14(03), 149-
171As discussed in [113], Microsoft uses STRIDE to model
threats to their systems. In this context, threats are delineated by
considering the likelihood of identity deception, data tampering,
repudiation, information leakage, denial of service, and, in the
given scenario, elevation. As elucidated by the authors in
reference [103], a multitude of security approaches have been
devised to aid software engineers in the assessment of security
risks. Among these are Secure Tropos, a security-oriented
extension of the goal-driven requirements engineering
methodology [105], and Attack Trees, which amalgamate use-
case modeling and goal-orientation [104]. Additional approaches
enable software engineers to effectively mitigate these risks.
Additional software security methodologies include the
Trustworthy Computing Security Development Life Cycle
(SDL), McGraw's Secure Software Development Life Cycle
(SSDLC) [108], the Security Requirements Engineering Process
(SREP) [109], Aprville and Pourzandi's Secure Software
Development Life Cycle process [110], the Haley framework
[111], and the Comprehensive, Lightweight Application Security
Process (CLASP). Furthermore, OWASP Security Verification
Standard (ASVS) version 3.0 is a community initiative [112] that
aims to standardize the functional and non-functional security
controls necessary for the design, development, and testing of
contemporary web applications, as explained by the authors in
[88]. The ASVS, which architects, developers, testers, security
professionals, and even consumers use to define what a secure
application is, consists essentially of a list of application security
requirements or tests [113], [114], [115]. In contrast, ISO/IEC
27001:2005 applies to all types of organizations, including
commercial enterprises, government agencies, and non-profit
organizations. The stipulations delineate the prerequisites for the
establishment, execution, operation, supervision, evaluation,
upkeep, and enhancement of a documented Information Security
Management System [116] in relation to the comprehensive
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business risks of the organization. Furthermore, it delineates
criteria for the deployment of security measures [117], [118] that
are tailored to the specific requirements of individual
organizations or their components. Its architecture enables the
choice of proportionate and sufficient security controls that
safeguard information assets and inspire confidence among
stakeholders. The authors of [119] elucidate that browser identity
indicators, including certificates and uniform resource locators
(URLs), aid users in discerning phishing, social engineering, and
other forms of attacks. Nevertheless, prior research and surveys
have indicated that outdated user interfaces for browser identity
are inadequate as security tools. Modern browser identity
indicators have also been noted to be ineffective. As a result, in
order to develop more effective identity indicators, browsers
should prioritize active negative indicators, consider utilizing
prominent user interfaces as user education opportunities, and
integrate user research during the design phase. The
aforementioned objectives have been fulfilled through the
research conducted in references [120], [121], and [122].
However, only the maintenance, evolution, implementation, and
feedback aspects are covered in the majority of these studies. The
authors in reference [119] note that the initial software plan is
developed during the requirements phase of the SDLC. A
collection of initial specifications is imperative, which is
obtained from diverse sources. Various techniques, including
brainstorming, group sessions, and interviews, are employed to
achieve this goal. Secure requirement engineering (SRE)
endeavors to provide comprehensive security by incorporating
fundamental security functions, including but not limited to
confidentiality, integrity, and availability. This phase involves
activities such as security requirements identification and
inception, documentation, elicitation, analysis and negotiation,
mapping, verification and validation, prioritization and
management, authentication, and authorization [10], [123], [124].
Prior research has identified the most prevalent methods for
addressing security concerns during the requirements phase of
the software development life cycle (SDLC) [10], [124], [123],
[125], [126], [124], [127], [128]. As explained in [1] and [162],
the design phase is one of themost creative stages of the SDLC,
and is therefore important from the viewpoint of security [129].
As stated by the authors in [1], design-level flaws are the most
prevalent sources of security hazards in software systems; during
this phase, fifty percent of software defects are identified and
detected. The security design architecture in this context
mandates the use of design methods including strongly typed
programming, least privilege, threat modeling development, and
attack surface analysis and minimization. Therefore, it is
imperative that the software developer incorporates security best
practices into the design process in a secure and suitable manner.
Certain design security practices that are commonly employed in
the development of secure software have been elaborated upon in
the following references: [1], [86], [130], [121], [132], [162],
[133], [134], [135], [130], [136]. It has been noted by the authors
in [29] that coding errors account for 80% of system penetrations
in commercial software. Bad code is associated with increased
costs, bugs, and security concerns. In order to fulfill deadlines,
software developers are subject to time-to-market constraints.
Furthermore, a deficiency in security expertise is evident, and
developers neglect to adhere to secure code guidelines. It is
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assumed that perimeter security is adequate for safeguarding
applications. In order to rectify this, security code evaluations
must be performed concurrently with functionality checks,
whether performed manually or automatically. The objective at
hand is to validate the foundational principles of software
security [86], [141]. In addition, the programmers must be aware
of implementation-level vulnerabilities when writing secure code
and they must utilize the documentation and guidelines created in
earlier stages to help them write secure code. As such, the
authors in [142], [29], [86], [143], [144], [145] and [146] have
discussed some of the prescriptive actions to increase security
during the coding phase of SDLC. As explained in [147],
software testing is the most time-consuming, Global Journal of
Engineering and Technology Advances, and costly phase of the
SDLC, whose goal is to identify and fix any bugs or errors in the
system. Here, security testers employ misuse cases, threat models
and design documents to detect potential attacks and the
consequences of successful attacks. Upon the completion of
security testing, test documents containing security test cases
[148] and a prioritized list of vulnerabilities resulting from
automated and manual dynamic analysis are created. In this
regard, some of the prescriptive actions to increase security
during the testing phase of SDLC are described in [48], [86],
[87],[146], [147], [149], [150], [151], [152].As discussed in
[153] and [154], after the software is deployed into its
operational environment, it is critical to monitor responses to
flaws and vulnerabilities of the system to check for new evolved
security patterns. After the identification of new security
patterns, the same should be included in the requirement stage
for further security improvements in subsequent releases. Here,
static analysis and peer review are two useful procedures for
mitigating or minimizing newly discovered vulnerabilities [155],
[156]. Thereafter, final security reviews and audits are performed
during the secure deployment phase, in which customer
satisfaction is vital. Some of the prescriptive actions to increase
security during the deployment phase of SDLC are identified in
[157], [29], [158], [239], [159], [160]. Before deploying
software, administrators must understand the software’s security
stance such that some of the identified faults that were not
addressed previously are revisited, prioritized, and corrected after
deployment. This is followed by the tracking of new threats by
the maintenance team such that they are addressed promptly to
prevent security breaches [161]. Some of the approaches to
increase security during the maintenance phase of SDLC are
identified in [29], [162], [163], [164]. As discussed in [15],
security activities during the requirement phase serve three
purposes. To start with, initial security requirements [165], [166]
are identified and implemented. Secondly, with the security
requirements in hand, the project team understands and
recognizes the importance of security. Thirdly, with the needs of
security in the hands, budget, resources, and time of security
activities in future stages can be better estimated. The authors in
[167], [168] explain that during the design phase, the project
team focuses on identifying the attacker’s interests, potential
access points, and critical security areas. This is followed by the
identification of threats running on the software. Basically, all
the security data collected in the design phase goes into the threat
models, which are important milestone in terms of secure
software. This involves gauging whether the security building
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function offers full details of how the software can be attacked,
the asset that is likely to be attacked, the areas of attack that are
attractive, and the kind of threats [169]. Based on this
information, the security structure is continuously updated to
cater for new threats. As explained in, the implementation phase
plays a twofold role from a security perspective. Tostart with, it
prevents security errors entering the software. Secondly, it
detects existing software errors. Here, the firstrole is
accomplished by writing a secure code while the second role of
detecting security errors begins with static analysis by automated
tools. After automatic analysis, a manual update is performed.
Thereafter, the software is fully functional and ready to go to the
testing phase.
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Figure 6 Security Frameworks

According to tests are performed mainly on test cases generated
during test planning. Here, the testing team identifies security
errors, reports to the development team, and the development
team corrects them in this code. The testing phase ends when all
test cases are conducted, and retrospective testing of all sensitive
areas has taken place. Similar to other forms of testing, security
testing involves the determination of who should do it and what
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activities should be undertaken. OWASP SAMM (Software
Assurance Maturity Model): A framework to help organizations
formulate and implement a strategy for software security that is
tailored to the specific risks facing the organization. BSIMM
(Building Security In Maturity Model): A descriptive model of
industrial-grade software security initiatives based on real-world
data. It helps organizations understand, measure, and plan their
software security initiatives. NIST Secure Software Development
Framework (SSDF): Provides a core set of high-level secure
software development practices that can be integrated into each
phase of the software development lifecycle. ISO/IEC 27034: An
international standard providing guidelines for application
security and a framework that organizations can follow to
integrate security into the lifecycle of their applications.

Framewor Impleme ntation [Gose: Shiddes
e Scope

Challenges Reference

Key Features
IApplications

companies
can learn from|
each other
ond improve)
Ither own
zecurnty

megsures.

There are|
severa
applications
of the NIST|
ISSDF. One of
them & in thel
field off
cybersecurnty,
where it can
ce used to
osses the
security of]
different
ystems and
networks. The
NIST SSDF can
also be used|
n software
development
o ensure that|
software
products are)
pefable,

Focuses on
integrating
security
practices
across thef
software
deveiopment

fecycle.

Aligning with

NISTs the
gudeine: foq
secure
software
development

comprehensive
set of practices]
can te|
secure,
chalienging for

' lefficient.
smoter tegms. )
Addifionally, it

can be used
n the|
manufacturin
g industry to
mprove the|
quality contro
process by
denfifying
defects esorly|
on. Overall
the NIST SSDF is
a versafie too
that has many)|
potential
appications
QCross various
ndustries ond
[fieids.

NIST SSDF 150}

and

ISSN: 1673-064X

that specific academic papers directly analyzing or comparing
these frameworks within the specified time range are limited or
not readily identifiable through the search. This might be due to
the nature of these frameworks being more commonly discussed
in industry reports, white papers, and security guidelines rather
than in academic research. Given this challenge, | recommend
exploring industry reports, official framework documentation,
and security analysis articles for detailed insights on each
framework. These sources often provide rich information on the
frameworks' implementation, effectiveness, and comparisons in
various organizational contexts. For academic purposes or when
specific scholarly analysis is required, broader searches
encompassing software security practices, application security
frameworks, and secure development lifecycle methodologies
may Yyield related studies. These can offer insights into the
principles underlying the frameworks and their practical
application in software development.
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Figure 8 Security Frameworks

Following is the table stating the effective practices for security
in software development.

Figure 7 Security Frameworks

To create a literature review table for the widely recognized
frameworks for secure software development, | searched for
scholarly articles and resources discussing or applying OWASP
SAMM, BSIMM, NIST Secure Software Development
Framework (SSDF), and ISO/IEC 27034. However, it appears
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Figure 9 Analysis of Different Frameworks

The presence of insecure software has a detrimental impact on
the reputation of an organization among its consumers, partners,
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and investors. Moreover, the necessity for organizations to repair
unreliable applications may result in increased expenses. As a
result, there is a possibility that subsequent development
endeavors will be postponed, as scarce resources [156] will be
allocated to rectify existing software shortcomings [29]. The
existing body of literature concerning requirement security has
identified various security hazards that may arise in the absence
of initial security incorporation [157]. For example, several
security risks that are intrinsic to the requirements portion of the
Software Development Life Cycle (SDLC) have been examined
and documented in references [10], [83], [112], [150], [158],
[159]. Furthermore, it has been observed that design defects
constitute a prevalent source of security threats [160] in software
systems [75], [161]. According to [162], the majority of software
defects are identified throughout the design phase of the SDLC.
This is due to the fact that the SDLC design process forms the
basis for the development of a secure software system [163]. The
literature has identified several prevalent security challenges that
arise during the software development process [50], [75], [161],
[113], [115], [164]. Therefore, by minimizing hazards in this
stage, the amount of effort required in subsequent stages can be
reduced [1], [165]. Appropriate security protections [166],
analyses, and countermeasures must be integrated into each
phase of the SDLC in order to deliver code that is more secure
[94], [167]. The current trend among developers is to incorporate
functionality from third party free open-source software (FOSS)
libraries as dependencies into their applications [168], [169], as
discussed in [168] and [169]. This practice of software
engineering enables programmers to utilize FoSS libraries as
fundamental components. This may potentially reduce the time
and cost of development. Even for proprietary software, the
proportion of indigenous code decreased to 5%, per. Software
industry reports indicate that the size of the own code base is four
times smaller than the average size of third-party code inherited
through dependencies. Homegrown code constitutes a negligible
proportion of the overall code base that is delivered to consumers
in the contemporary software ecosystem. A substantial leverage,
on the other hand, necessitates the deployment of multiple
libraries, which may incur costs for integration and updates.
Moreover, third-party library updates are infrequently
implemented by developers. This is due to the potential for
disrupting, incompatible modifications to be introduced. The
utilization of numerous libraries expands the potential for
attacks, and it is well-known that third-party libraries can
introduce security vulnerabilities and functionality flaws into the
applications that employ them. There are instances where
dependent projects continue to utilize obsolete components for at
least a decade, thereby expanding the window of opportunity for
potential exploits. Scholarly works have demonstrated that
developers frequently respond to problems arising from their
own code, libraries, or direct dependencies. Nevertheless, it is
well-documented that transitive dependencies can partially
introduce security vulnerabilities. Several technical studies have
demonstrated that despite the fact that FOSS dependencies are
utilized extensively by commercial and FOSS projects, they are
frequently not maintained correctly. A significant proportion of
projects, for example, have obsolete dependencies. The
aforementioned information was derived solely from
cybersecurity as a subfield of software development and not from
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software development as a whole. We therefore conducted a
survey and developed a questionnaire containing the following
information in order to fill this void. In order to investigate
practical software security practices that occur throughout the

worldwide software development lifecycle, we conducted
interviews with licensed developers [170]-[179].
Question Answering Method
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Figure 10 Survey Questions

Question Response Placeholder
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Figure 11 Survey Questions

IV. RESULTS AND DISCUSSION

Following were the research questions that came up and we
found answers for these questions. Q1: what are cybersecurity
threats and challenges faced while doing global software
development? Global Software Development (GSD) introduces
unique cybersecurity challenges due to its distributed nature,
diversity of teams, and varying compliance requirements across
jurisdictions. Despite the acknowledged importance of
integrating security practices throughout the SDLC, research
indicates a gap in specifically addressing these practices within
the context of GSD. To address this gap, we conducted a
comprehensive survey and literature review, revealing several
key threats and challenges, as well as the frameworks and
practices employed to mitigate them. Diverse Regulatory and
Compliance Standards: Cross-border teams encounter a
formidable obstacle in the form of an intricate web of data
protection regulations, which may impede the implementation of
standardized  security  procedures [21].Diverse  Security
Awareness and Practices: Inconsistencies in security practices
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may result from substantial variations in the levels of
cybersecurity preparedness and awareness among teams situated
in various regions [22].Difficulties in Collaboration and
Communication: Distributed teams face greater obstacles in
effectively communicating security practices, which can result in
vulnerabilities [23].GSD frequently depends on platforms and
services provided by third parties, which exposes it to external
risks and requires confidence in the security protocols of third
parties [24].0ne potential concern associated with GSD is the
heightened susceptibility to intellectual property theft or leakage
across jurisdictions due to its distributed nature. The survey we
conducted focused on security practices within the global SDLC
context. It involved participants from diverse regions and aimed
to gain insights into the frameworks and strategies that were
utilized. The prevalence of secure SDLC frameworks was
evident among the respondents, who frequently cited OWASP
SAMM, BSIMM, and ISO/IEC 27034 for integrating security
into SDLC. This underscores the significance of employing
structured approaches to security management. Security Practices
and Tools: Regular security training for developers, the
incorporation of security testing into CI/CD pipelines, and the
utilization of automated security tools (e.g., SAST, DAST) were
frequently referenced practices. Adoption of Access Control and
Encryption: Strict access control policies and an emphasis on
data protection in transit and at rest were identified as critical
practices. Collaborative security planning was identified as
critical for overcoming communication barriers and ensuring
consistent security standards. It entailed effective team
collaboration and planning, with an emphasis on the early and
ongoing integration of security measures. What are the primary
factors contributing to the occurrence of data intrusions within a
global software development environment? Research conducted
in academic institutions [25] has brought to light the fact that
inadequate data protection measures continue to be a major
concern in the field of worldwide software development.
Because there are not enough robust encryption procedures in
place, as well as poor data protection during transmission and
storage, sensitive information is susceptible to being accessed by
unauthorized parties. The fact that different teams have different
security policies adds another layer of difficulty to this problem.
Differences in how priorities are prioritized and how they are
implemented might lead to vulnerabilities in the development
process [26]. Furthermore, relying on weak third-party services
gives rise to dangers that have the potential to damage the
security of entire projects [27]. The issue is further complicated
by the fact that incorrect controls may result in unlawful data
access [28]. Managing access controls in a globally distributed
team is a challenge that is complicated further. Additional
elements that contribute to the hazards of data breaches are
brought to light by the experiences of the industry. owing to
linguistic and cultural differences, communication barriers might
inadvertently create vulnerabilities owing to misinterpretations or
omissions in security standards. These vulnerabilities can allow
for unauthorized access to sensitive information. Under the
influence of rapid development pressures in competitive
marketplaces, security efforts may be prioritized over speed,
which can result in code deployment that has not been
thoroughly tested or reviewed. There is an increase in the danger
of non-compliance and consequent legal implications when
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regulatory compliance is fragmented, which adds complexity to
the situation. As a result of the rise in remote work, which has
been driven by global phenomena such as the pandemic, the
attack surface has been expanded. This is because members of
the team are accessing sensitive information from networks that
may not be safe.

Research Question Summary
Globa soffware development faces
unique cybersecurity threatssuchas

diverse reguiatory envronments, varying
evels of cybersecunty awareness among
teams, and the complexity of securing
data across different jurisdictions.

Cybersecurity Threats and Challenges in
Global Software Development
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regular security training and a culture of
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Mitigating Insider Threat in Global
Software Development

robust incident response plans, ond
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.58 y testing, and adherence
to these international standards.

Figure 12 Research Questions

When it comes to mitigating the risks that are represented by
insiders in the context of global software development, it is vital
to take a broad strategy. In the context of academic research, it
has been proposed that the implementation of role-based access
control should be considered in order to restrict information
access depending on the roles that users play. Furthermore, it is
necessary to conduct regular security training and awareness
programs that are tailored to the specific circumstances of
multinational teams. Integration of security practices across the
development lifecycle ensures that security concerns are taken
into consideration from the very beginning of the process, despite
the fact that behavioral monitoring tools might be beneficial in
discovering potential vulnerabilities. By applying psychological
evaluation and employee support programs, it is feasible to
address the motivations behind insider acts and limit any threats.
This is possible while also addressing the potential dangers.
There are a number of successful countermeasures against insider
threats that are highlighted in the practices of the industry. These
include rigorous onboarding and offboarding procedures, the
promotion of a culture that values security, and the deployment
of multi-factor authentication and encryption. The deployment of
frequent audits, access assessments, and a grasp of the legal and
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compliance standards that apply across international borders are
all components that contribute to the enhancement of security
operations. When it comes to writing secure code in global
software development, there are a number of different
approaches that can be taken. However, the most common ones
include adopting international security standards and
frameworks, such as OWASP Top 10 and ISO/IEC 27001, and
integrating security into the development lifecycle through the
use of DevSecOps practices. Through the use of secure coding
principles and education, as well as through the utilization of
peer review and pair programming, it is possible to obtain an

improvement in the security of  the code..
Survey Question | Response Summary
_Familiarity with Security Frameworks B0% lamifor. 20% not faomilcr
Implementafon of Cybersecurity
Frameworks

Cyberecurity romeworks Used

Reasons for Framework AdopSon

Challenges in implemeniing
Cybersecurity Strategies

Application of Techniques in GSD

Eftectiveness of Current fromeworks

Employee fraining and Awareness

Suggestions for Improvemen!

Figure 13 Survey Respohses ‘

On the other hand, challenges arise as a consequence of the fact
that various regions implement security regulations in a variety
of different methods. Additionally, for the purpose of
communication and collaboration, it is necessary for security
teams and developers to work together. The utilization of
automated security technologies, the performance of periodic
audits, and the execution of compliance checks are all common
practices that are utilized in order to identify vulnerabilities and
ensure that security standards and regulations are followed to. It
is helpful to develop a collaborative approach to security, in
which security is considered as a shared responsibility, in order
to successfully detect and mitigate security threats. This is
because security is best understood as a shared obligation.

freeen

Figure 14 Framework to Adopt
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Effectiveness of Current Frameworks

Moderatedy Effective Shghthy EfMective

Figure 15 Effectiveness of Current Frameworks

yery Efective

V. CONCLUSION

As part of this research, an adventurous journey into the world of
cybersecurity was undertaken within the context of global
software development (GSD). We delved into the cybersecurity
dangers, issues, and practices that are prevalent in GSD contexts
by conducting an in-depth survey in addition to conducting a full
literature analysis. Our findings provide light on the
multidimensional nature of cybersecurity in GSD and underscore
the critical role that international framework such as NIST,
ISO/IEC 27001, and OWASP play in directing safe development
practices across teams that are geographically scattered. Among
the firms that were examined, we found that there was a
considerable awareness and implementation of these
frameworks. Compliance, best practices, and client requirements
were the primary drivers of their adoption. In the course of our
research, we discovered a number of obstacles that call attention
to the complexities involved in executing successful
cybersecurity policies in a global setting. These challenges range
from a lack of experience and resource limits to the difficulties
associated with managing cultural differences. Despite these
hurdles, the companies that were polled indicated a commitment
to improving security by providing regular training to their
employees, implementing automated security technologies, and
cultivating a culture of security awareness. According to the
findings of our investigation into the efficiency of existing
cybersecurity frameworks, practitioners have a modest level of
trust in their capacity to protect against cyber-attacks. Although
there is potential for improvement, particularly in terms of
making these frameworks more comprehensive and easier to
execute across a variety of legal and cultural settings, there is still
room for progress.

VI. FUTURE WORK

Due to the ever-changing nature of both the software
development and cybersecurity landscapes, there are multiple
potential directions for research in the future. To begin, there is a
requirement for the creation of cybersecurity frameworks that are
capable of effectively combating emerging threats, particularly in
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contexts that are characterized by globally distributed
development (GSD). Research efforts could be directed toward
the development of frameworks of the future generation that are
responsive to the specific requirements of GSD. In the second
place, it is of the utmost importance to comprehend the influence
that cultural and regulatory differences have on cybersecurity
practices. Through in-depth research, it is possible to investigate
several methods for overcoming these obstacles, such as
communication across cultural boundaries and compliance
mechanisms that are relevant everywhere. Additionally, as new
technologies such as blockchain and artificial intelligence (Al)
are included into GSD, research should be conducted to evaluate
the potential of these technologies to improve security and to
identify any risks that may be connected with them. In addition,
conducting thorough case studies and longitudinal research on
firms who are engaged in GSD would provide insights into the
practical obstacles and accomplishments that are associated with
the implementation of cybersecurity policies over time. In
conclusion, given the significance of staff training and
awareness, which was brought to light in our survey, it is
possible that future study might analyze the efficacy of
cybersecurity training programs. The identification of best
practices for the purpose of cultivating a robust security culture
among teams that are geographically dispersed is an absolute

necessity.
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