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Abstract: The study aimed to explore the impact of information security on the confidence of information
system users in the Syrian tourism sector. In this study, the quantitative descriptive approach was adopted to
describe the studied phenomenon related to the studied variables. The analysis was conducted on 396 data
obtained by simple random sample.

The study results showed varying significant effects of information security dimensions on user trust, security
regulation and security policies having the greatest impact, while individual security had an inverse effect,
information maintenance had a weak effect, and asset control had no significant effect. The results confirmed
that information security policies are a fundamental pillar of building trust, whether through access and
authorization policies, two-factor authentication, encryption, ongoing employee training, or data backup.

The outputs of the current study offer several recommendations for decision-makers in the tourism sector,
highlighting the potential for leveraging information security as a competitive advantage to enhance the position
of Syrian tourism in regional and international markets.
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1 Introduction

In today's business environment, organizations need accurate, up-to-date and reliable information to
reach effective decisions at all levels. With the rapid development of information technology, information
networks, wired and wireless networks have emerged, expanding their scope of use to simplify and accelerate
human activity in all fields. This has led to a tremendous growth in data and information, making it necessary to
find a means through which data and information can be collected, stored, retrieved and used when needed (Lis
et al., 2020).

All this has prompted organizations to develop an information system that provides technical support
for the basic administrative functions of planning, organizing, directing, controlling in business organizations,
and achieves quality in administrative decision-making, in addition to providing satisfaction and confidence
among users about its basic outputs (Quyet et al., 2023).

On the other hand, information security and its systems in the digital environment represent the
protection of information in terms of its availability, trust and integrity. An information security program
usually includes two basic elements: Risk analysis and Risk management.

The risk analysis journey takes into account the compatibility of the data and information repository
with all available system in the organization, while risk management includes control methods and security
measures that reduce the organization's exposure to various risks. Therefore, information security is one of the
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infrastructure’s elements that must be available for information system, through which particular policies for the
individuals and information security is determined, as well as the roles and responsibilities of users, security
personnel and members of the information systems management committee are defined (Anday et al., 2012).

The domestic tourism industry continues to grow and develop by the travel management system
through online which ensures a provision of diverse, safe, accurate and comprehensive services to meet users'
preferences. As tourism computerization is a vital factor in the sustainable development of the tourism sector,
especially in light of using modern information and internet technology that has contributed to introducing new
changes in management and important updates to the quality of tourism services. (Nan & Kanato, 2021).

The value that information and communication technology has created to develop the global tourism
infrastructure is interesting. When a tourist can view tourism information in a country via the World Wide Web
and obtain appropriate audio-visual and tourism information, he will be interested and sense his needs through
it. Therefore, the need for a secure information system has become an imperative necessity so users could
receive relevant information and services(Aghdaie & Katebi, 2016).

Tourism organizations use several methods and standards to conduct security audits and determine
whether information systems are secure to assess risks and protect the organization's assets, as they need an
effective information security framework by following clear standards for IT governance in a tourism field
(Panjaitan et al., 2022).

In tourism organizations, successful implementation of information security policies plays a crucial role
in protecting data and mitigating potential breaches. One critical aspect is user awareness and training programs
that are provided. Several key elements contribute to the effectiveness of an information security policy, such as
clear guidelines and procedures to define expected behaviors regarding handling information, defining roles and
responsibilities clearly so users are aware of their duties in maintaining security protocols (Rostami et al.,
2023).

On the other hand, the fact that there is no effective information security system means that there is a
lack of some elements of trust in all information systems. Users have to be sure that their privileges will not be
offended by supervisors who in turn have to trust that users will behave well and not expose the system to
danger. Also, the developer of the information system must have confidence that they will provide a good and
secure system with minimal errors and will fulfill their obligations that related to the information security policy
(Hakkala et al., 2018).

Information security policy builds trust and improves decision-making. Therefore, information security
systems must include both, explanatory power and transparency as key elements in their design to enhance
users’ trust and compliance with information security and protection policy (Zywiolek, 2024).

This research highlights the impact of information security policy on the trust of users in information
systems in Syrian tourism environment. Especially in light of the difficulties and challenges faced by tourism
organizations in Syria which related to information security and protection policy. The importance of the
relationship between information security and users' trust in the tourism field is reflected in the link between
information security and the protection of all resources that are used to process information. This includes
protecting each of organization, individuals, computers and information media which contains organization's
data through procedures and means of protection that include integrity, confidentiality, validity of information
security. Users’ trust in the efficiency of information system is about a continuous improvement system of
security, human and technical operations to minimize and contain expected risks.

The second section of the paper format includes a literature review related to information security and
users' trust in the information system, while the third section includes comprehensive details of the used data in
the study and hypothesis testing with the final results.

2 Literature Review
2.1 The concept of Information security
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Information security represents one of the elements of the basic infrastructure that must be available for
the information system, which requires the existence of a general framework for security policies in the
organization that includes natural security, personnel security and information security. Information security
refers to the protection of information and its important elements, including systems and devices that use, store
and send this information (Whitman & Mattord, 2005). Technical and non-technical solutions are expressed in
the technical field of information security which aim to use technology as a means to eliminate any security
breach of systems (Victoria, 2010). (Campbell, 2016) confirms that information security refers to the set of
processes or standards and mechanisms which protect information against an unauthorized access, misuse or
destruction with the aim of ensuring the integrity of information, this applies to any form of information,
whether traditional or digital. We emphasize that the concept of information security in tourism organizations
includes all procedures are used to protect information and everything related to such as, processing, transfer,
preservation, and storage tools from any harm or misuse, this needs the existence of an information security
system which ensures that the information has confidentiality, integration, content integrity and continued
availability.

Information security depends on three basic elements that must be available in the information that
requires protection, these elements are confidentiality, integrity, and information availability, which are known
as the CIA Triangle. They are considered the main elements of any information system according to the
standards of information security and management policies, as shown in figure(1) (Pfleeger, Pfleeger, 2015)
(Easttom, 2019):

Figure 1
Information security elements
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Source: (Pfleeger, Pfleeger, 2015) (Easttom, 2019) /

Implementing and operating an information security system is a way of life that depends on four major
components that must be dealt with as integrated manner ,as follows (Andress, 2014) (Kaaria, 2023):

http://xisdxjxsu.asia VOLUME 21 ISSUE 07 JULY 2025 87-98



http://xisdxjxsu.asia/

Journal of Xi’an Shiyou University, Natural Science Edition ISSN: 1673-064X

e Operations: Operations are an essential and indispensable component for any information security
system, they are major and have a continuous nature.

e Human Resources: include employees, consultants, contractors, and technicians who perform all
operations and services.

e Technology: Technology is ready, available and its products have a relatively short life cycle. Also,
technology market has a competitive in nature.

e Culture: It is related to the interpretation of business environment and organization’s ethics towards
society.

Information security risks can be classified into three different categories as follows: physical risks,
electronic information risks, and internal risks, which can be explained as follows:

e Physical risks: they are a result of physical access to the components of information security system or a
damage in the available resources for information security.

e Electronic risks: often come outside the information security system by people who are not related to or
do not have access rights. It is about hacking information, breaching regulatory and security controls of
the system to obtaining confidential information.

e Internal risks: There are several risks that originate from within the information security system, whether
from a human factor, a deficiency in the system, or a penetration of its structure represented by its
physical components of hardware and software.

2.2 Trust building in the information system

With technological progress and increasing development in the field of information security, creating
and maintaining trust among users of the information system is one of the pivotal elements of the organization’s
success by its application of the large-scale information system in order to improve the quality of provided
services in all fields (Maqableh et al., 2021).

Users of information systems and its applications must trust the organization's digital environment by
running as scheduled without any malfunctions, problems or errors. Therefore, access to secure networks and a
preparation of controlling security standards comes as a result of user requirements, the loss of confidence in the
information system and the application that based on it, stems from misuse, failure to meet expectations, and
uncertainty about the final outputs. Therefore, digital information systems need to build acceptable procedures
and rules to all parties dealing with it in order to provide environment that increase trust and credibility in these
systems (Wang, 2023).

On the other hand, judgment on the reliability of information systems and ensuring their credibility is
determined by five basic principles which the information system must meet in order to be relied upon, namely:
Information Security, Information Confidentiality, Information Privacy, Information Safety and Readiness.
Trust System identifies four requirements for implement the five principles successfully: Development policies,
Communicate policies effectively to all its users, Design appropriate control procedures to implement policies
and Monitor the system to take appropriate actions to maintain compliance with policies through the support of
senior management(Romey & Steinbart, 2018).

2.3 Research hypothesis

Based on the above literature, the main research hypothesis is that information security, which can be
measured by security policy, security organization, personnel security, information maintenance, and asset
control, is positively related to the trust of information system users in the tourism sector.

3 Methodology and Tools

3.1 Data and variables
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The quantitative descriptive approach was adopted to describe the studied phenomenon related to the
studied variables in detail in the Syrian tourism environment. The questionnaire was used as a study tool based
on the five-point Likert scale according to five degrees (1: strongly disagree, 2: disagree, 3: neutral, 4: agree, 5:
strongly agree). The quantitative data was collected and analyzed statistically using the Amos-V23 program.

A questionnaire was developed to measure the independent variable (information security) based on the
studies of (Shahrani, 2019) (Azzoug & Chelouache, 2023) (Shaddood, 2023) (Quyet et al., 2023), and the
dependent variable (user confidence) based on the studies of (Bejjar & Boujelbene, 2013) (Magableh et al.,
2021) (Rabbani et al., 2023) (Zywiolek, 2024).

The research population was represented by managers, department heads, administrators, and
technicians in Syrian tourism organizations. Considering that the research population numbered more than
6,000 individuals, we relied on a simple random sample from the studied population using the following
probability law (Krejcie & Morgan, 1970):

~ 72 NP(1 — P) ~ 3.841 = 6500 = 0.5(1 — 0.5)
Cdi3(N—-1)47%2P(1—P) 0.052(6500—1)+ 3.841%0.5(1— 0.5)

n = 363

512 questionnaires were distributed, 448 of which were returned, 52 questionnaires were excluded due
to their invalidity, and 396 questionnaires were valid for analysis.
3.2 Validity and Reliability of the Scale

3.2.1 Convergent Validity of the Scale

The researchers verified the validity of the data by verifying the validity and reliability of the scale.
Convergent validity was confirmed by relying on confirmatory factor analysis. The model, which consists of 6
main variables, was built and designed based on AMOS 23 by entering 5 independent variables and the
dependent variable according to the figure(2):

Figure 2
Confirmatory analysis model for the study dimensions
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Through the results of the confirmatory factor analysis of the model, the value of the chi-square
coefficient was equal to 548.0 and the degrees of freedom df was equal to 281. The value of the y2/df index was
equal to 548/281 = 1.950, which is less than 3, indicating a good degree of fit for the hypothetical model for the
studied data (Carmines & Mclver, 1981). The value of the comparative fit index (CFI) was equal to 0.973,
which indicates a high degree of fit for the proposed hypothetical model (Hu & Bentler, 1999). The value of the
TLI (Tucker-Lewis coefficient) was equal to 0.966, which indicates a high degree of fit for the hypothetical
model studied (Kyriazos, 2018), since the model's fit increases as it approaches one, the value of the root mean
square of the residuals (RMR) was equal to 0.04, which is less than 0.05, is a value close to zero, indicating a
high degree of model fit, the GFI coefficient value is equal to 0.905, and all of them are greater than 0.9,
indicating a high degree of model fit (Bentler, 1990) The RMSEA value was 0.049, which is less than 0.05,
indicating the model's fit (Kenny, 20006).

3.2.2 Content Validity

In order to ensure the validity of the content, the degree of saturation of each of the model elements was
relied upon. The degree of saturation for each of the used statements in measuring the six questionnaire axes
ranged between 0.600 and 0.962, which is greater than 0.5, the value of the average variance extracted index
(AVE) ranged between 0.653 and 0.894, and all of which are greater than 0.5, which means that each axis is
able to explain more than half of the variance of its indicators, which means that the condition of content
validity for the scale was met (Urbach & Ahlemann, 2010).

3.2.3 Discriminant Validity
Table 1

Discriminant validity of the model

CR AVE MSV
gmm 0.917 0.734 0.410
amm 0.971 0.894 0.591
smm 0.885 0.658 0.482
dmm 0.846 0.653 0.582
fmm 0.914 0.728 0.582
tmm 0.942 0.669 0.591

Source: Prepared by the researchers based on AMOS 23 outputs
From Table (1), the values of the maximum common variance index (MSV) for all the questionnaire

axes were smaller than the corresponding average variance extracted values (AVE), which were all greater than
0.5.
Table 2
values of the square root of the average variance extracted
MaxR

(H | gmm | amm | smm | dnm | Fmm | tmm

Gmm | 0.920 | 0.857
Amm | 0.973 | 0.636 | 0.946
Smm | 0.891 | 0.502 | 0.694 | 0.811
Dmm | 0.898 | 0.406 | 0.620 | 0.484 | 0.808
Fmm | 0.916 | 0.429 | 0.723 | 0.530 | 0.763 | 0.853
Tmm | 0.945 ] 0.640 | 0.769 | 0.614 | 0.371 | 0.498 | 0.818
Source: Prepared by the researchers based on AMOS 23 outputs
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From Table (2), the values of the square root of the average variance extracted (shown diagonally in
bold black) were greater than the values of their correlation coefficient with the other dimensions. Through the
above, the condition of discriminant validity for the used study tool was met (Almen et al, 2018).

3.2.4 Scale Reliability
Table 3
Scale Reliability

code | Nof | Cronbach' CR
Items | s Alpha
Security Policy | gmm 4 0.903 0.917

Security regulation | amm 4 0.972 0.971
Information maintenance | smm 4 0.893 0.885
Individual security | dmm 3 0.819 0.846

Asset control fmm 4 0.912 0914

User trust |  tmm 8 0.941 0.942
Source: Prepared by the researchers based on AMOS 23 outputs
From Table (3), Cronbach's alpha coefficient values ranged between 0.819 and 0.972, the composite reliability
coefficient ranged between 0.846 and 0.942, and all of which were greater than 0.7, indicating the reliability of
the scale (Almen et al., 2018) (Tavakol, Dennick, 2011). There was no need to modify or change any of the
instrument's phrases.

4 Hypothesis Testing
Figure 3
Hypothesis testing using structural equations SEM
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Source: Prepared by the researchers based on AMOS 23 outputs
After ensuring the validity of the data for analysis by verifying the validity and reliability conditions of the used
measurement tool, the structural equations SEM were relied upon to test hypothesis, where the value of
CMIN/DF = 1.976, which is less than 3, the values of CF1 =0.971, TLI = 0.966, GFI = 0.900, and all of which
are greater than 0.9, RMSEA = 0.05, which is less than 0.08, which means that the model’s fit conditions were
met.
Table 4

Regression Weights: (Group number 1 - Default model)

Estimate | S.E. C.R. P
tmm | <--- | amm 327 | 041 | 8.009 | ***
tmm |<--- | smm .094 | .043 | 2.181 | .029
tmm |<--- | fmm .032 | .043 730 | 465
tmm |<--- | dmm -130 | .037 | -3.523 | ***
tmm | <--- | gmm 195 | .038 | 5.104 | ***

Source: Prepared by the researchers based on AMOS 23 outputs

From the table(4), the P value was all less than 0.05, which means that there is a significant effect on the
confidence of information systems users, except for (the third dimension), which was greater than 0.05, which
means that there is no significant effect. The greatest effect was for the first dimension, as the proverbs were
equal to 0.327, while the least significant effect was for the second dimension. Only the fourth dimension had a
negative effect, as the proverbs had a negative sign.

The value of the coefficient of determination R2 was 0.663, which means that the dimensions of
information security explain 66.3% of the changes in users’ confidence in information systems according to the
hypothesized multiple regression model.

5 Results And Discussion

This study aims to investigate the relationship between information security and its impact on the trust
of information systems users. The tourism sector in Syria was selected as a practical application environment,
through analyzing data collected from a random sample of managers working in the sector. Structural equation
modeling was employed to study multiple regression between the dimensions of the independent variable
(information security) and trust in information systems.

The results revealed a significant impact of information security dimensions on the trust of information
system users in the tourism sector. A strong influence of security organization on trust was found, especially
with the sector's significant shift towards electronic payment, online booking, and the use of social media and
communication technologies in travel planning. Organizing information has become a fundamental necessity to
gain users' trust and enhance their loyalty. This finding aligns with previous studies such as (Benitez, 2025)
(Benitez, 2024), which emphasized the importance of strengthening and organizing information security,
particularly against cyberattacks to protect customer data and build trust.

Accordingly, the study concludes that effective organization of information security will positively
reflect on customer trust, whether by developing the legislative framework, complying with international data
protection regulations, obtaining global quality certifications such as ISO/IEC 27001, or implementing internal
and external periodic audits to ensure data protection measures. Furthermore, the study recommends
strengthening cooperation between tourism sector organizations, both governmental and private, to develop data
protection protocols that can be applied regionally and internationally.

Regarding security policies, the study found a moderate positive impact on users' trust. Information
security policies have consistently contributed to enhancing user confidence in digital technologies, particularly
information systems, especially with the ongoing digital transformation in the tourism sector. These findings are
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consistent with several studies such as (Choi et al., 2023) (Moreno & Nair, 2024) (Tiwari et al., 2023), which
confirmed that enhancing security policies-especially those related to privacy and security-boosts trust in
information systems. Further support comes from (Al-Sharafi et al., 2018) (Choudhuri et al., 2024),
emphasizing that increasing security threats and policy weaknesses lead to a decline in users' trust.

Security policies are thus considered a fundamental pillar in building customer trust, through practices
such as access and permission policies, two-factor authentication, encryption, continuous employee training,
data backup, and emphasizing privacy protection compliance with national and international regulations.
Transparency with customers regarding security policies is also crucial.

On the other hand, the study found a negative impact of individual security on users' trust in information
systems, contrary to many previous studies such as (Olasumbo et al., 2021), which indicated a positive
relationship. The current study suggests that heightened awareness of information privacy could increase users'
anxiety and concerns, negatively affecting their trust. Moreover, excessive security measures could lead to
discomfort and decreased confidence in technology overall.

As for information maintenance, the study recorded a weak impact on user trust, despite findings from
other research (e.g., Wang, 2024) emphasizing the role of information maintenance in improving cybersecurity,
employing big data analytics, and enhancing information quality. The current study attributes this weak effect to
the limited number and homogeneity of platforms in the Syrian environment, in addition to political and
security challenges. In a stable environment, regular data updates and error correction would substantially boost
user trust.

Regarding asset control, the study found no significant impact on user trust in information systems,
contrary to many prior studies (e.g., Wei et al., 2024) (Elshaer et al., 2024), which highlighted asset control as
crucial for transparency, reliability, data confidentiality, and compliance with international standards. The
absence of a significant relationship in this study may be due to limited diversity in the systems used by the
sample, or due to other indirect factors like perceived usefulness or user satisfaction. Furthermore, the level of
competitive information security practices in Syria may not be sufficiently mature to demonstrate such effects.

6 Conclusion

This study examined the impact of information security dimensions on the trust of information systems
users within the Syrian tourism sector, based on field data and structural equation modeling analysis. The results
showed varying degrees of influence for the security dimensions, with security organization and security
policies having the strongest impacts. A negative impact was observed for individual security, and a weak
impact for information maintenance, while no significant impact was found for asset control.

The findings emphasize the need to focus on developing and organizing information security practices in the
tourism sector, enhancing security policies, and promoting transparency in handling user data. Moreover, it is
essential to manage the balance between raising user awareness about security measures and maintaining high
levels of trust.

6 Future Implications

Future research is recommended to integrate intermediary variables such as customer satisfaction or the
nature of the organization when studying the relationship between information security and user trust. It is also
advised to expand the research scope to explore external environmental factors, particularly the political and
economic conditions of the tourism sector. Lastly, investigating the potential of leveraging information security
as a competitive advantage to strengthen Syria's tourism position in regional and international markets is highly
encouraged.
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